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Questions for consultation

The FSB is inviting comments on this consultation report and the questions set out below.

Responses should be submitted via this secure online form by Monday 9 September 2024.

For questions, please contact the FSB (fsb@fsb.orq).

Responses will be published on the FSB’s website unless respondents expressly indicate
otherwise.

Introduction

1. Do the definitions contained in the report provide sufficient clarity and establish the
common understanding necessary to facilitate the practical implementation of
recommendations proposed in this report?

2. What adjustments are required to the draft definitions to improve clarity?
3. What other terms should be defined in this section?

4. Does the explanation regarding the scope of the report provide sufficient clarity to
promote the intended understanding of the recommendations?

Section 1: The role of banks and non-banks in cross-border payments

5. Do the descriptions of the roles of banks and non-banks in providing cross border
payment services adequately reflect current practices?

Section 2: Cross Border Payment Frictions and Risks
6. What additional risks or frictions, within the scope of this report, are created by potential

inconsistencies in the legal, regulatory and supervisory frameworks applicable to banks
and non-banks in their provision of cross-border payment services?

Section 3: Principles for developing recommendations

7. Do the identified principles provide sufficient support and appropriately frame boundaries
for the recommendations in the report?


https://www.fsb.org/survey/377567?newtest=Y&lang=en
mailto:fsb@fsb.org

Section 4: Recommendations for improving alignment of PSP regulatory
and supervisory regimes

8.

10.

11.

12.

Are the recommendations sufficiently granular, actionable, and flexible to mitigate and
reduce frictions while accommodating differences in national legal and regulatory
frameworks and supporting the application of proportionality?

To what extent would the recommendations improve the quality and consistency of
regulation and supervision of non-bank payment service providers (PSPs) active in
cross-border payments services?

For the purpose of identifying material areas to be addressed from a priority and
effectiveness perspective, should the report categorise the identified frictions created
by inconsistencies in the legal, regulatory and supervisory frameworks applicable to
banks and non-banks in their provision of cross-border payments services in terms of
focus or order in which they should be addressed?

Recommendation 5 focuses on domestic licensing. How and to what extent would
licensing recognition regimes between jurisdictions support the goal of strengthening
consistency in the regulation and supervision of banks and non-banks in their provision
of cross-border payment services? What risks need to be considered?

There are no comprehensive international standards for the regulation, supervision and
oversight of non-bank PSPs and the cross-border payment services that they offer. Is
there a need for such international standards?

General

13.

What, if any, additional issues relevant to consistency in the regulation and supervision
of banks and non-banks in their provision of cross-border payment services should be
considered in the report?
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Executive summary

This consultation report sets out proposed policy recommendations to strengthen consistency in
the regulation and supervision of banks and non-banks in their provision of cross-border
payment services in a way that is proportionate to the risks associated with such activities.
Greater consistency in the treatment of payment services across payments service providers
(PSPs) supports an environment that facilitates reduced costs, increases delivery speed and
improves financial access and transparency by establishing a level playing field, to the extent
possible given differences in business models and risk profiles, for both banks and non-bank
PSPs. This approach reduces the prospect of regulatory arbitrage. This work forms part of the
Financial Stability Board’s (FSB) work programme for enhancing cross-border payments.

Advances in technology have shaped and will continue to reshape the cross-border payments
landscape, increasing the number and variety of PSPs and services they offer. In response to
these changes, legal, regulatory, and supervisory frameworks that govern PSPs have had to
rapidly adapt and evolve. In the absence of comprehensive international standards applicable
to non-bank PSPs’ provision of cross-border payment services, jurisdictions have taken varying
approaches to regulating and supervising bank and non-bank PSPs.

The FSB has analysed existing standards, recommendations, and guidance relevant to cross-
border payments developed by international standard-setting bodies (SSBs) and organisations.
It has also reviewed the regimes currently in place in a small sample of jurisdictions to better
understand the different approaches being taken. Taken together, these reviews highlight an
opportunity for policy adjustments to strengthen consistency both within and across jurisdictions,
while maintaining flexibility to accommodate the wide variety of national regulatory and
supervisory frameworks applied to cross-border payments activities conducted by both banks
and non-banks.

The six policy recommendations in this consultation report are directed at competent authorities.
Recommendations 1 to 3 detail steps that should be taken to identify, understand and assess
risks across the PSP sector; to evaluate the effectiveness of existing laws, regulations, and
supervisory frameworks in addressing these risks, to identify needed adjustments; and to ensure
the protection of consumers who use cross-border payment services. Recommendation 4
addresses the need for clear guidance on supervisory expectations across the sector to promote
the safe and efficient provision of payment services. Recommendation 5 covers the role of
licensing or registration requirements in ensuring a risk-proportionate level-playing field from the
time a PSP enters the sector. Recommendation 6 emphasises the need to foster expanded
information and data sharing both within and across jurisdictions, which is critical to conducting
comprehensive risk assessments and, as needed, regulatory or supervisory actions.



Introduction

The G20 Leaders endorsed the Roadmap for enhancing cross-border payments at their
November 2020 Summit to address challenges that cross-border payments face relative to
domestic payments: high cost, low speed, and insufficient access and transparency.! In 2021,
the FSB published targets for addressing these challenges across three payment market
segments: wholesale, retail and remittances.? The Roadmap takes a comprehensive and holistic
approach to addressing these challenges by evaluating potential solutions and promoting
practical actions from both the private- and public-sectors.

In February 2023, the FSB published the G20 Roadmap for Enhancing Cross-border Payments:
Priority actions for achieving the G20 targets, that identified the actions and projects determined
to be the best way to achieve the G20 quantitative targets set for addressing the identified
challenges.® Based on FSB analysis and feedback received through industry outreach events,
the FSB Working Group on Bank and Non-Bank Supervision (BNBS) was tasked with developing
recommendations for advancing priority action 4(a) to strengthen consistency in the application
of regulation and supervision to banks and non-banks providing cross-border payment services
proportional to their respective risks.*

Differences in the coverage or application of legal, regulatory, or supervisory regimes to banks
and non-banks that provide cross-border payment services have been identified as adversely
affecting efforts to successfully address the identified Roadmap challenges and meet the G20
targets.® Inconsistencies can arise in a variety of areas such as licensing, consumer protection
requirements and the implementation of Anti-Money Laundering/Countering the Financing of
Terrorism (AML/CFT) measures, as well as data protection and privacy measures. For example,
actual or perceived differences in the scope and application of regulation and supervision
regimes to banks and non-banks can contribute to the complex processing of compliance checks
that in turn results in higher costs and lower speeds for cross-border payments. The impact of
these on cross-border payment costs may therefore be significant, driven in part by the need to
organise and maintain a level of resources sufficient to meet compliance obligations.

Regulatory frameworks, including those imposed through licensing regimes, for non-banks differ
widely across jurisdictions, and the impacts of such differences may become more pronounced
as new technologies continue to expand consumer access to, and facilitate the provision of,
cross-border payment services. For example, inconsistent implementation of, or variations on,

1 G20 (2020), 2020 Riyadh Summit Leaders’ Declaration (paragraph 16), 21 November. FSB (2020), Enhancing Cross-border
Payments - Stage 1 report to the G20, April. CPMI (2020), Enhancing cross-border payments: building blocks of a global
roadmap Stage 2 report to the G20 July. FSB (2020), Enhancing Cross-border Payments - Stage 3 report to the G20, October.

FSB (2021) Targets for Addressing the Four Challenges of Cross-Border Payments: Final report, October.
FSB (2023) G20 Roadmap for Enhancing Cross-border Payments: Priority actions for achieving the G20 targets, February.

The FSB Stage 1 assessment report identified seven underlying frictions contributing to the four challenges. The CPMI’s Stage
2 report identified 19 “building blocks)” in four focus areas to address the identified frictions. One of the building blocks focused
on the alignment of regulatory and supervisory frameworks applied to banks and non-banks in focus area B: Regulatory,
supervisory and oversight frameworks. See CPMI (2020), Enhancing cross-border payments: building blocks of a global
roadmap, July.

FSB (2022) G20 Roadmap for Enhancing Cross-border Payments: Priorities for the next phase of work, October. The report
identifies three priority themes: payment system interoperability and extension; legal, regulatory, and supervisory frameworks;
and cross-border data exchange and standards. With respect to the second identified theme, it also identifies a series of actions
for each of the identified themes to take these themes forward. Strengthening the consistency in the regulation and supervision
of bank and non-bank providing cross-border payment services is one of the actions relative to the second theme.
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the application of AML/CFT measures, including customer due diligence (CDD) requirements,
across jurisdictions can reduce the processing speed and increase the cost of cross-border
payments. More effective and consistent implementation of the standards issued by the
Financial Action Task Force (FATF), including those relating to CDD, correspondent banking,
money or value transfer services, new technologies, and wire transfers, among others, across
jurisdictions could help reduce the identified challenges associated with the provision of cross-
border payment services. Differences in the requirements applied to banks and non-bank PSPs
and the resultant variations in risk management practices, may not only impact banks’
willingness to provide services to non-bank PSPs, but more generally could impact the reliability,
security, and efficiency of cross-border payment services. This in turn could limit speed and
access, while increasing costs.

This report seeks to promote the realisation of the G20 priority actions and requires public
feedback on the proposed recommendations. The feedback received will assist in refining the
proposed recommendations to ensure quality and consistency in the legal, regulatory, and
supervisory regimes for PSPs and promote greater alignment between those applicable to banks
and non-banks in their cross-border payment activities. Focus areas include differences in the
application of regulatory requirements related to the management of risks, including money
laundering (ML) and terrorist financing (TF) risks, as well as how the real-or-perceived adequacy
of related supervision in managing operational risk and resilience may affect banks’ willingness
to provide cross-border payment related services to non-banks.

In addition to improved risk management resulting from increased alignment, and more effective
information sharing and collaboration across competent authorities, public policy objectives such
as increasing transparency related to service terms, conditions, and pricing, and supporting
consumer access may also be achieved.

The report is organised as follows:

m Section 1 provides a brief overview of the role of banks and non-banks in cross-border
payments;

m Section 2 discusses the relevant frictions and risks;

m  Section 3 defines the principles identified based on the analysis conducted in the report,
which frame the boundaries of the report’s recommendations; and, based on the
discussions in the previous sections,

m Section 4 proposes specific recommendations for strengthening consistency in
regulating and supervising banks and non-banks in their provision of cross-border
payment services.

The appendices provide information on existing work conducted by the FSB, international SSBs
and relevant organizations, and examples from a few jurisdictions to highlight various
approaches for regulating and supervising banks and non-banks in their provision of cross-
border payment services. These have all informed the development of the proposed
recommendations in this report.



Scope of the Report

The absence of a single, comprehensive set of international standards governing the provision
of payment services has resulted in jurisdictions applying various approaches to regulating and
supervising banks and non-banks. Both banks and non-banks are subject to the FATF
international standards for combating ML and TF. Banks are subject to comprehensive
international prudential supervisory standards set by the Basel Committee for Banking
Supervision (BCBS); and Financial Market Infrastructures (FMIs) are subject to the standards
set by the Bank for International Settlements (BIS) Committee on Payments and Markets
Infrastructures (CPMI) and the International Organization of Securities Commissions (I0SCO)
to promote their safety and efficiency and that of related arrangements. However, there are
currently no comprehensive, globally agreed international standards that fully govern either the
supervision and oversight of the provision of payment services to consumers and businesses
generally, or prudential supervision and oversight of non-bank PSPs in their provision of such
services.®

The proposed recommendations in this report seek to strengthen consistency between the
regulatory and supervisory regimes for banks and non-banks concerning the provision of cross-
border payment services and are focused on providers of services to end-users. They also
recognise that there is a range of regulatory and supervisory approaches currently being applied
across jurisdictions with respect to these activities. Banks’ provision of these services is subject
to prudential regulation and supervision that is typically applied at a consolidated or entity level.
The banks themselves are subject to robust governance, capital, liquidity, and risk management
frameworks. While noting differences across jurisdictions, capital adequacy-related prudential
requirements applied to cross-border payment providers such as those related to credit, liquidity,
and other related risks, are not within the scope of this report. Furthermore, the proposed
recommendations are not intended to apply to FMIs, the international standards for which are
contained in the Principles for Financial Market Infrastructures issued jointly by the CPMI and
IOSCO.” The recommendations are not intended to weaken the current model for regulating and
supervising banks given their important role in financial stability, nor to raise the bar unjustifiably
for non-banks, but rather to aid in identifying and addressing gaps resulting from inconsistencies
in how banks and non-banks are regulated and supervised that contribute to the underlying
frictions and resulting challenges the Roadmap is seeking to address. The recommendations
are addressed to competent authorities (central banks, financial supervisory authorities,
consumer protection authorities, ministries of finance, financial integrity units, conduct
authorities, etc.).

Improving the consistency of the frameworks relevant to the provision of cross-border payment
services does not mean that banks and non-banks should be subjected to the same regulatory
or supervisory regimes, particularly given that the Basel framework, which governs the broad
range of activities banks undertake, has been widely implemented across the globe and is
important in maintaining financial stability. Instead, the objective is to ensure that the same cross-
border payment services when undertaken by both banks and non-banks are subject to similar

Standards such as those established by the European Union’s Payment Services Directive 2 (PSD2) and Wire Transfer
Requlations, may be consistently applied at regional levels governing the supervision or oversight of cross-border payment
services.

For further clarification, the scope of this report does not include domestic payment services.
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regulation, supervision and oversight that are aligned with, and proportional to, the risks present
in their cross-border-payment-related business models and organisational structures, while also
considering national policy priorities.? This is consistent with an approach of “same activity, same
risk, same rules”.

This report is focused primarily on addressing the identified Roadmap challenges that result from
the complexities in meeting compliance requirements, including those related to AML/CFT, while
acknowledging that addressing this underlying friction may impact other frictions, such as
fragmented and truncated data formats, weak competition and long transaction chains.® It
focuses on retail funds transfers and does not address asset transfers or related services
including technologies or platforms that support crypto or other digital asset-related activities as
these are already covered in other publications such as the FSB High-level Recommendations
for the Regulation, Supervision and Oversight of Global Stablecoin Arrangements'?, and the FSB
Global Regulatory Framework for Crypto-asset Activities.!! Finally, while considerations of data
framework alignment and interoperability, data localization and data protection and privacy have
implications for consumers and for exchanging information to meet AML/CFT and other
compliance obligations, these issues are also not the focus of this report. However, where
appropriate, this report notes the connections with the report and recommendations
simultaneously being produced by the FSB’s Cross Border Payments Data and Identifiers
(CPDI) working group for their specific focus on data frameworks.

The analysis and resulting recommendations in this report are intended to complement the
relevant existing body of work in this area and to be flexible so they can be incorporated into the
wide variety of national regulatory and supervisory frameworks that are applicable to cross-
border payments activities conducted by both banks and non-banks. To this end, the BNBS
reviewed work conducted by the FSB and relevant SSBs and brief summaries of these reviews
are included in Annex 1 (Survey of existing work).

Definition of terms

The definition and use of terms vary across jurisdictions, often reflecting the different legal and
regulatory frameworks under which banks and non-banks offering payment services are
organized and operate. As a result, SSBs such as the FATF, BCBS and the CPMI have sought
to standardise definitions and this section draws on these efforts to improve consistency and
better inform the discussion contained in this report.

The Bank for International Settlements’ Financial Stability Institute’s (FSI) 2021 Occasional Paper Fintech regulation: how to
achieve a level playing field provides a helpful analytical framework for considering how achieving a level-playing field fits within
jurisdictions’ policy priorities and how it might be achieved through a combination of activity- and entity-based rules.

CPMI (2020), Enhancing cross-border payments: building blocks of a global roadmap: Stage 2 report to the G20, July.

FSB (2023) High-level Recommendations for the Requlation, Supervision and Oversight of Global Stablecoin Arrangements:
Final report July.

FSB Global Regulatory Framework for Crypto-asset Activities, 17 July 2023. Competent authorities should consider related
publications such as these in conjunction with this report.

10
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Activity-based regulation

As used in this report, activity-based regulation refers to regulatory requirements applicable to
activities on a stand-alone basis that generally do not vary with the type of entity that performs
the activity or to the other activities that the entity performs. They are generally prescriptive, and
compliance may be ensured by sanctions and other enforcement actions that are applied by the
regulators and supervisors that facilitate oversight of such activities by national authorities. For
example, the FATF standards include a requirement that jurisdictions implement a funds transfer
rule to capture information associated with payments activity, regardless of entity type.

Entity-based regulation

Entity-based regulation strengthens the resilience of activities indirectly, as it is calibrated at the
level of the entities that perform them, and may include governance, prudential, and conduct
requirements that are supported by supervisory activities. Since an entity’s resilience hinges on
the mix of its activities, entity-based regulation imposes constraints on the combination of those
activities and is core to financial stability regulation.*?> Competent authorities may also adopt a
hybrid approach that combines elements of both activity- and entity-based regulation depending
on the nature of each jurisdiction’s regulatory structure.

Payments

These are defined as an act to place, transfer or withdraw funds denominated in a fiat currency
(e.g. a monetary claim) from a payer to a payee. Typically, such funds take the form of cash (i.e.,
physical form of currency such as bank notes or coins) or deposit balances or electronic money
held at a financial institution. For purposes of this report, payments will cover all types of
electronic funds transfers and instruments (e.g. cheques, credit transfers, direct debits, card
payments, e-money). Cross-border payments are funds transfers for which the payer and the
payee are in different jurisdictions.!3

Payment Service Provider (PSP)

As used in this report, the term PSP includes banks and non-banks that provide payment
services. The latter covers remittance service providers (RSPs), money services businesses
(MSBs) and other providers of money or value transfer services (MVTS) as well as providers of
prepaid transfers (e.g. prepaid cards or traveller’s checks) and pay later transfers such as credit
card transfers, and individuals providing payment services,# services enabling cash to be placed
on or to be withdrawn from an account, the issuing of payment instruments and the acquiring of
payment transactions, payment initiation services and account information services. This report
focuses on PSPs that offer services directly to end users such as consumers and businesses.

12 see FSI Occasional Paper No.19. Entity-based vs activity-based requlation: a framework and applications to traditional firms

and big techs. August 2022.

13 FSB (2023) Annual Progress Report on Meeting the Targets for Cross-border Payments: 2023 Report on Key Performance
Indicators, October.

14 Committee on Payment and Settlement Systems and the World Bank (2007) General principles for international remittance
services. January.
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Payment System

This is defined as a “set of instruments, procedures and rules for the transfer of funds between
or among participants.”*®> Payment systems can facilitate wholesale payments between
participants who are typically financial institutions, sometimes including central banks, or retalil
payments between customers of those participants that would be high volume, low value
transfers. The focus of this report is on retail payments.

Proportionality and Risk Based Approach

Proportionality is the principle of applying appropriate levels of regulatory or supervisory
measures commensurate with risk profile and systemic importance of a given entity or activity.
The concept of proportionality is intended to facilitate the application of regulatory and
supervisory requirements to a wide range of activities and/or entities that create different types
or levels of risk to financial systems, entities, or end users. “Risk-based approach” (RBA) is a
related concept in which regulatory and supervisory measures are applied based on the risks
posed by the activities or entities taking into account limited supervisory resources. In the context
of financial inclusion, the application of a RBA requires appropriate identification of the risks
presented by individual transactions, users or PSPs in order to mitigate the risks sufficiently to
continue to ensure the access of legitimate parties to those services. For purposes of this report,
proportionality and RBA are used interchangeably unless specifically noted.®

Regulation, Supervision and Oversight

Although generally referenced together, there is a distinction between these types of activities
that may fall under the scope of separate authorities in a jurisdiction. “Regulation” references the
rules set by regulators under governing laws that are applicable to entities and activities within
specific financial sectors, groups of institutions and individual entities, as well as customer types.
“Supervision references the strategies and resulting measures that competent authorities may
apply in monitoring and enforcing compliance with regulations. In some jurisdictions supervisors
may exercise discretion in interpreting and applying rules established by other competent
authorities within their jurisdictions, but changing those rules may be beyond their scope of
authority. Furthermore, supervisory approaches usually reflect the principle of proportionality
and may also differ depending on whether the regulations are activity-or-entity based. PSP
oversight is generally focused on assessing success or progress in complying with certain
requirements or meeting outcomes or targets such as greater operational and risk-management
efficiency and effectiveness and financial stability.

15 Committee on Financial Market Infrastructures, Technical Committee of the International Organization of Securities
Commissions (2012), Principles for financial market infrastructures, April.

16 For additional discussion of proportionality, see BCBS (2022), High-level considerations on proportionality, July.
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1. The role of banks and non-banks in cross-border payments

Advances in digital technology continue to play a key role in improving the efficiency and
effectiveness with which funds are transferred across borders. New service providers supplying
more delivery channels based on new technologies offer consumers access to more convenient,
cheaper and faster options for conducting transactions such as paying bills, purchasing goods
and services, and transferring cash to others. While this trend was on the rise before the Covid-
19 pandemic, demand for digital payment services and the number of service providers
participating in the cross-border payments ecosystem increased significantly during the
pandemic.'” Within the realm of cross-border payments, both banks and non-banks are critical
in facilitating global trade, contributing to economic growth and development, and providing
access to essential financial services.

Banks have historically held the predominant role in the provision of cross-border payment
services; however, non-bank PSPs entering the cross-border payments market have generated
significant changes in the market structure and have become in some respects substitutes for
banks while assuming a complementary function in other important domains of cross-border
payments, often leveraging new technologies.

Bank and non-bank PSPs cover a broad range of cross-border operating market domains,
including e-commerce, mobile payments, person-to-person payments, business-to-business
payments, and remittances. The specific roles they assume in each of these ecosystems are
determined by the regulatory environment in which they operate and their specific business
models. Furthermore, they have shared views about certain regulatory impacts related to cross-
border payments. Both bank and non-bank PSPs expressed concerns about complying with
AML/CFT requirements that vary across jurisdictions and the differences in regulatory and
supervisory frameworks that govern the provision of cross-border payment services in
jurisdictions worldwide. In addition, non-bank PSPs also expressed concern about regulatory
access to payment systems and infrastructures.

While the role of banks and non-banks in the cross-border payment space has evolved over
time, in some circumstances, banks have limited or decreased the provision of account and
other services to non-bank PSPs as part of their risk tolerance and risk management
frameworks, as well as in response to changes in bank business models or profitability concerns.
The changing business models of non-bank PSPs, combined with the potential inconsistency or
uncertainty in the regulation and supervision of non-bank PSPs in some jurisdictions, may raise
concerns about whether all the risks posed by their business models are addressed sufficiently,
both at the level of the entity as well as the partnerships with banks. For example, there could
be concerns with respect to non-bank PSPs’ management of operational risk (e.g. fraud, cyber
risks) and resilience. These factors could affect the ability of non-bank PSPs to access and
maintain necessary banking and payment services that could, in turn, increase cost, speed and
access related to cross border payments. This is covered in greater detail in section 1.3.

17 world Bank (2022), COVID-19 Drives Global Surge in use of Digital Payments, June.
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1.1. Banks

Banks play a multifaceted role in cross-border payments that reflects their deep integration in
the global financial system. In addition to offering depository and lending services, banks also
provide both front-and-back-end cross-border payment services to consumers and businesses,
thereby facilitating economic growth and trade internationally, and supporting expanded access
to financial services in underserved and underbanked communities and humanitarian activities
worldwide. For example, banks can provide payment services directly to customers and other
end-users, increasing convenience and improving the overall customer experience. They can
also provide payment services to other banks and non-bank PSPs, such as enabling them to
establish and maintain deposit accounts or facilitating the access of non-bank PSPs to domestic
and cross-border payment infrastructures.

Banks that provide correspondent banking services play a unique and critical role in the context
of cross-border payments. Correspondent banking is “an arrangement under which one bank
(correspondent) holds deposits owned by other banks (respondents) and provides payment and
other services to those respondent banks,” including foreign currency transactions.®
Respondent banks often rely on correspondent banking relationships to facilitate payments with
jurisdictions in which they do not themselves operate. Correspondent banking relationships are
essential to the stability, economic growth, and inclusion of emerging markets and developing
economies (EMDESs), especially those jurisdictions that rely heavily on trade, foreign direct
investment, and remittances and which may otherwise be unable to readily access international
trade and financial markets.

With respect to retail cross-border payments, banks provide a range of payment services directly
to end users, including electronic funds transfers and currency conversions as well as, online
and mobile banking and ATM services. Banks facilitate access to critical payment infrastructures
to enable consumers, businesses, and other financial institutions to participate in payment
networks and securely use payment services. In addition, in the context of global card-networks,
banks act as card issuers and merchant acquirers, the latter being a critical role connecting
merchants to the card network.!°

Finally, banks’ access to payment systems and settlement accounts enables them to act as key
intermediaries in the clearing and settlement of cross-border transactions. In payment systems
that settle in central bank money, banks are typically direct participants with settlement accounts.
This direct participation allows them to function as intermediaries for non-bank PSPs and other
financial institutions that do not hold settlement accounts with a central bank, which is the case
for non-bank PSPs in most jurisdictions. According to the World Bank’s 6" Global Payment
systems survey of October 2023, non-bank PSPs’ access to payment systems and settlement
accounts is slowly rising but remains generally low.?° The report notes that “direct access of

18 Committee on Financial Market Infrastructures, Technical Committee of the International Organization of Securities
Commissions (2012) Principles for financial market infrastructures, April.

The Committee on Payment and Settlement Systems defines acquirer as “the entity or entities that hold(s) deposit accounts for
card acceptors (merchants) and to which the card acceptor transmits the data relating to the transaction. The acquirer is
responsible for the collection of transaction information and settiement with the acceptors”, CPMI, A glossary of terms used in
payments and settlement systems, March 2003 (updated June 2015).

The World Bank (2023), A Snapshot Payment Systems Worldwide - Summary Outcomes of the Sixth Global Payment Systems
Survey, October.
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supervised non-bank financial institutions (NBFIs) including access to central bank credit is more
common in high-income economies, while access to a settlement account only is more common
in [low and middle-income countries]. In contrast, unsupervised NBFIs typically do not have
direct access to real-time gross settlement (RTGS) systems. In only four cases direct access
was reported, all of them without access to central bank credit, the same as in the 2018
iteration.”?!

The crucial role of banks in cross-border payments is further exemplified by the functions they
perform in wholesale cross-border payments, wherein they facilitate large-value transactions
between financial institutions, and which creates additional responsibilities in liquidity
management and risk mitigation with respect to credit, liquidity, and currency risk. Therefore,
banks are generally expected to implement robust risk management strategies to safeguard the
integrity of wholesale payment systems and are subject to comprehensive regulatory and
supervisory standards.

1.2. Non-banks

Non-bank PSPs include a wide range of providers, reflecting the range and complexity of the
retail payments service offerings available to consumers. Non-banks’ growing involvement in the
payments ecosystem has increased competition by offering alternative payment channels and
introduced technological advancements in the payment industry.?? Their presence in global retail
payments can be considered in some respects as substituting for bank roles and in others as
complementing. Their involvement can offer benefits by extending financial services to more
consumers and promoting competition, thereby potentially reducing costs for end-users, and
promoting financial inclusion.?® The number of non-bank PSPs and their market presence has
risen in part due to the COVID-19 global pandemic, but also due to consumers’ increased
demand for faster, cheaper, and more convenient payment options. Technological
developments have expanded the types of services available to customers to meet this demand,
alongside the proliferation of PSPs that deliver these services and the technology providers that
support the provision of these services as well as, in some markets, the introduction of specific
supervisory regimes for PSPs.

Like banks, a variety of non-bank PSPs now offer payment services to consumers and
businesses directly, as well as offering white-label payment and related back-office services to
financial institutions. This is driven in part by technological developments that have facilitated
the entry of large technology companies with established platforms (e.g. BigTechs) and other

21 g, pp 27-28. The World Bank defines NBFI as “a financial institution that does not have a full banking licence and cannot accept

deposits from the public,” which includes, but is broader than just PSPs, including “insurance firms, venture capitalists, currency
exchanges, some microloan organizations, and pawn shops.” See more here.

For example, according to Boston Consulting Group’s Global Payments Report 2023 published in September 2023, payment-
focused fintechs numbered 5,000 globally accounting for about $100 billion of total industry revenues. The report anticipates
they could command a revenue pool worth $520 billion by 2030.

FSI (2021) FSI Insights on policy implementation No. 33. Fintech and payments: requlating digital payment services and e-
money, July, p.9.
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FinTech companies (e.g. large non-bank merchant acquirers?4, payment processors and device
manufacturers) into a market in which banks had been the predominant providers.?®

This has resulted in increased competition in the global payments market. While banks have
traditionally served as the primary channel for remittances, non-bank PSPs have emerged as
an alternative cross-border channel for the transfer of funds and in some markets have become
the dominant providers of payment services. Some of these PSPs may be linked to established
technology platforms; others may offer services through multiple technology providers and
platforms. Often, non-bank PSPs rely on banks for access to payment infrastructures. However,
some non-bank PSPs provide services to other PSPs to, for example, issue payment
instruments, acquire and process payment transactions, manage ATMs and terminals, conduct
fraud risk management, and to provide digital banking services, some of which is enabled by
open banking models.

While there has been an increase in the number of non-bank PSPs, many banks continue to
provide payments services directly to their customers as well as clearing and settlement services
to non-bank PSPs. This synergy has resulted in an increase in partnerships between non-bank
PSPs and banks to provide payment services and financial products. In many of these
arrangements, the underlying transaction account that is used to make and receive payments
may be held by a bank, making a bank’s involvement in either the customer-facing “front-end”
of a payment transaction or the clearing and settlement processing “back-end” highly likely.
However, in some jurisdictions non-banks can also offer payment accounts and provide white
label front-end solutions to banks as well as offer clearing and settlement services. Local laws
may require non-banks offering payment services to maintain segregated accounts for client
funds with commercial banks, leading them to set up and maintain a complex architecture of
accounts with commercial banks to enable the transfer of their clients’ funds. Additionally, as
banks seek to better manage associated risks they may consider limiting or decreasing the
provision of account and other services to non-bank PSPs.?6

Additionally, by leveraging technology, some non-bank PSPs have carved out roles that enable
them to compensate for some shortcomings in existing retail payments systems. Those
shortcomings often stem from weaknesses in legacy infrastructure and relate to questions of
accessibility. Non-bank PSPs’ development of innovative payment solutions have led to
increased processing speed and cost-efficiency. Some wallet service providers, for instance,
have been able to easily connect underlying bank accounts or facilitate strong customer
authentication in a convenient manner. Non-bank PSPs providing cross-border payment
services have been increasingly linked to improvements in financial inclusion, with developments
in mobile banking enabling these services to reach populations that are typically underserved by
traditional banking services or that banks consider insufficiently profitable.

24 Eor example, according to the Nilson Report, the 8 largest merchant acquirers in 2022 conducted 225,87 billion transactions,
representing 48% of the top 150 acquirers worldwide, and 6 of the 8 were non-banks. Source: Nilson report May 2023, Issue
1242.

For purposes of this report, fintech is defined as technology-enabled innovation in financial services. See FSB (2017) Financial
Stability Implications from FinTech. Supervisory and Reqgulatory Issues that Merit Authorities’ Attention, June.

In its opinion dated January 5, 2022, the European Banking Authority found that de-risking occurred across the EU and often

included entire categories of bank customers, including payment and e-money institutions. Opinion of the European Banking
Authority on ‘de-risking’
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These new business models, as well as potential inconsistency or uncertainty in the regulation
and supervision of non-bank PSPs in some jurisdictions may raise concerns about whether all
the risks posed by their business models are addressed sufficiently, both at the level of the entity
as well as the partnerships with banks.

Box 1: Varying approaches to regulating and supervising PSPs

In the absence of comprehensive international standards, outside of AML/CFT, jurisdictions have taken
a variety of approaches to regulating and supervising PSPs in their provision of cross-border payments.
Jurisdictions often use a mix of activity-based and entity-based approaches to this regulation and
supervision, and some have the express intent of promoting a level playing field between banks and
non-banks in their provision of cross-border payment services.

For example, Indonesia’s framework is activity-based, applying the principle of same activity, same risk,
same rule, and PSP to include both banks and non-banks providing services to facilitate payment
transactions to users. All PSPs are subject to licensing and minimum capital requirements. Indonesia’s
framework also employs a risk-based approach by, for example, creating three categories of licence
depending on the extent of the PSP’s payment activities, and by tailoring supervision of PSPs according
to their classification based on the level of risk they present.

Comparatively, the United States takes a mixed approach. Banking entities are generally supervised at
the federal level by the Federal Reserve, the Financial Deposit Insurance Corporation (FDIC), National
Credit Union Administration (NCUA), and the Office of the Comptroller of the Currency (OCC),
(collectively referred to as the federal banking agencies or FBAS). The FBAs examine not only for safety
and soundness, but also compliance with applicable laws and regulations, including AML/CFT and
certain consumer protection requirements. Non-bank PSPs generally fall within the definition of money
transmitters which are a type of Money Services Businesses (MSBs) and are subject to licensing and
other requirements in the states in which they operate and supervisory oversight by state authorities.
However, all banks and many nonbank PSPs are subject at the national level to the provisions of the
Bank Secrecy Act (BSA) and its implementing regulations that require financial institutions to establish
AML/CFT compliance programs, file certain reports, and keep certain records of transactions.

Annex 2 (Survey of domestic regulatory and supervisory frameworks) provides more detail and
additional examples from a few jurisdictions to highlight these different approaches.

1.3. Impacts of regulatory and supervisory inconsistencies

Notwithstanding that non-bank PSPs offer many of the services that banks provide, particularly
with respect to front-end services, they continue to rely to a large degree on banking channels
to conduct their activities, including to segregate and safeguard client funds, and to access
central bank operated payment systems. In most jurisdictions, laws and regulations currently
exclude non-banks from directly accessing systemically important payment systems or
maintaining settlement accounts with central banks, causing them to rely on directly participating
banks for indirect participation and to establish and maintain banking relationships that may be
subject to regulation and supervision unrelated to the specific payment activities conducted by
the non-bank PSP customer. Maintaining banking relationships may involve PSPs meeting bank
regulatory requirements, that may improve risk mitigation, while increasing compliance costs or
reducing transaction processing speeds, potentially affecting two of the four challenges. Some
non-banks may choose to not directly access payments infrastructures in jurisdictions where
they are able to do so, because of the investment costs necessary to meet technical and
operational requirements or some other reason. Non-banks may also face higher costs and
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lower processing speeds when they indirectly participate through one or more commercial
banks.

Inconsistency or uncertainty regarding the regulatory and supervisory frameworks applicable to
non-bank PSPs in some jurisdictions may raise concerns about whether all risks posed by their
business models are addressed sufficiently in these relationships to satisfy requirements under
bank regulatory and supervisory regimes.

2. Cross Border Payment Frictions and Risks

The CPMI and the FSB identified seven frictions that contribute to the four challenges that the
Roadmap is seeking to address.?” This report focuses primarily on the seventh friction, namely
the complexities of meeting compliance requirements, including those designed to counter illicit
finance, fraud and operational risks, such as cybersecurity, and strengthen resilience. It is
important to note that the frictions do not function in isolation. For example, long payment chains
may involve increased numbers of intermediaries that could affect exposure for PSPs, including
potentially increasing ML/TF risks. A level playing field resulting from increased alignment of
bank and non-bank regulation and supervision may reduce barriers to entry for intermediaries
thus facilitating stronger competition. Similarly, fragmented, or truncated data formats could
exacerbate legacy platform issues or have adverse implications for effective activity monitoring
and screening for economic sanctions compliance. These and other issues are being addressed
under the comprehensive set of actions items specified in the February 2023 FSB Report on
implementation of the G20 roadmap.?®

2.1. Interdependencies with other G20 Roadmap Workstreams
Addressing Compliance-Related Frictions

This report is part of the work under G20 roadmap priority theme that focuses on establishing
and maintaining a legal, regulatory and supervisory environment for cross-border payments that
promotes their safety, efficiency, and integrity and recognizes the limitations inconsistent or
unaligned legal, regulatory and supervisory frameworks can place on achieving this objective.
The other two action items under this priority theme are priority action 5 on enhancing information
to end-users and priority action 6 on updating the application of AML/CFT rules. 2°

Under priority action 5, the FSB has engaged with various SSBs and international organisations
to evaluate ways in which transparency in cross-border payments could be effectively
incorporated into standards, frameworks, or guidance covering consumer protection, payments,

27 cpMmi (2020), Enhancing cross-border payments: building blocks of a global roadmap. Stage 2 report to the G20 — technical
background report, July. The identified frictions are the following: Legacy technology platforms that rely on batch processing that
is characterised by low data process capability and a lack of real-time monitoring; Long payment chains that result in costly
development of connections needed to transmit cross-border payments in multiple currencies; Funding costs resulting from pre-
funding needs to access foreign currency markets or settle multi-currency transactions; Weak competition due to barriers to
entry for intermediaries; Limited operating hours that cause delays especially in payment corridors that are subject to differences
in time zones; Fragmented and truncated data formats that lower the rate of straight through processing and automated
reconciliation; and Complex processing of compliance checks focused on the complexities of meeting compliance requirements
including those related to AML/CFT.

28 FsB (2023) G20 Roadmap for Enhancing Cross-border Payments: Priority actions for achieving the G20 targets, February.

29 Fsp (2023) G20 Roadmap for Enhancing Cross-border Payments: Consolidated progress report for 2023, October.

13


https://www.bis.org/cpmi/publ/d194.pdf
https://www.bis.org/cpmi/publ/d194.pdf
https://www.fsb.org/wp-content/uploads/P230223.pdf
https://www.fsb.org/2023/10/g20-roadmap-for-enhancing-cross-border-payments-consolidated-progress-report-for-2023/

or both. For example, the FSB worked with G20/OECD Task Force on Financial Consumer
Protection to introduce specific references to cross-border payments into the G20/OECD High-
Level Principles on Financial Consumer Protection.3°

Priority action 6 is led by the FATF and focuses on harmonizing the application of AML/CFT
international standards. Complexity resulting from the divergence in how these standards, such
as those related to customer identification and verification, are implemented across jurisdictions
can increase costs and reduce speed.®! Progress on this action includes FATF adopting revised
standards and guidance on beneficial ownership of legal persons; strengthening its Mutual
Evaluation Programme; holding a Private Sector Consultative Forum to continue to develop
awareness of emerging technologies, information sharing and data privacy and protection in
relation to AML/CFT; current work on harmonizing the application of Recommendation 16 to
improve payment transparency and incorporate ISO 20022 messaging standards; and potential
follow on activities such as developing guidance on payments transparency to promote
consistent implementation of the revised Standards across the global FATF network.

In addition, priority action 7 on enhancing the interaction between data frameworks and cross-
border payments is closely related to this report. Lack of standardization with respect to data
formats, data elements and information sharing, including due to data protection and privacy
concerns, and different supervisory approaches to monitoring PSPs adversely affect sending
and receiving customer and transaction information. To further work on this priority action, the
FSB has developed recommendations through the CPDI working group, for public consultation,
for promoting alignment and interoperability across data frameworks applicable to cross-border
payments, including data privacy, operational resilience, AML/CFT compliance, and regulatory
and supervisory access requirements. The CPDI public consultation report is being published
simultaneously with this report.

This report recognizes that actual or perceived differences in the scope and application of
regulation and supervision regimes applied to banks and non-banks can contribute to the
complex processing of compliance checks that in turn results in higher costs and lower speeds.
Reducing such actual or perceived differences could, for example, support non-banks’ continued
access to payment systems. Additionally, effective implementation of the FATF standards,
including those relating to CDD, correspondent banking, money or value transfer services, new
technologies, wire transfers and information sharing, among others, across jurisdictions will also
help reduce challenges in providing cross-border payment services.

2.2. Risks associated with cross border payments services

In addition to the identified frictions that contribute to the four challenges that the G20 Roadmap
is seeking to address, this report also considers certain other risks associated with the provision
of cross-border services. While these risks are not the primary focus of the report, PSP exposure
to them is linked to regulatory and supervisory regimes that govern both bank and non-bank
PSPs. For example, weak or non-compliance with AML/CFT requirements or inadequate and
inconsistent regulation and supervision of PSPs (in particular non-bank PSPs) could potentially

30 Ibid.
31 FATF (2021) Cross Border Payments. Survey Results on Implementation of the FATF Standards, October.
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increase a PSP’s exposure to ML, TF and other illicit financial crime. Similarly, a failure to protect
consumers from unfair practices or ensure the operational resilience of offered services may
adversely impact public policy goals such as increasing transparency and access to cross-
border services or to maintain payment services’ safety and efficiency. In addition, the
introduction of other intermediaries such as agents and third-party providers of new and
innovative payment products that are associated with the PSP may not be subject to the same
regulation or security standards.

Consumer Protection

Existing and emerging technologies have increased consumer access to payment services that
may be cheaper, more convenient, faster, and more accessible to segments of the population
that have traditionally been unable to gain such access. Fast payment systems increasingly
allow consumers to conduct transactions via a variety of channels (e.g. mobile devices, online
banking, ATMs, and point of sale terminals). However, there are risks that may accompany these
benefits. Consumers may be generally unfamiliar with the products they are using and the
related distribution technologies. They could be exposed to a higher prevalence or new types of
fraud or unauthorised payments. Steps such as effective disclosure, due-diligence relating to
customer on-boarding and enrolment, increased customer communication and education, and
the application of technologies that facilitate secure transaction authorisation and adequately
protect consumer data and privacy could help address unauthorised access to or the use of
personal data, data breaches and other incidents that could result in considerable consumer
harm.

Operational and other Risks

Operational risk is generally considered to be risks to financial condition and resilience arising
from inadequate or failed processes or systems, human errors or misconduct, or adverse
external events.3? Operational risk is inherent in all payment products and activities and risk
concentrations can accumulate within and across products, business lines, geographies, legal
entities, and third-party providers. Fraud is a form of operational risk that can exist in any part of
the payment process (e.g. customer on-boarding, enrolment authentication tools and/or
software, distribution of payment instruments, transaction authorisation, processing) that may
lead to unauthorised transactions and/or transactions resulting from the manipulation of the
payer. Emerging technologies, increased use and availability of alternative payment methods
and products, and cyber threats are some of the factors contributing to operational risk exposure.
For example, in the case of faster payments, the irrevocability of such payments emphasises
the importance of strong customer authentication, fraud protection and the proper identification
of payees.

In the cross-border context, other risks for PSPs could, for example, include currency exchange
risks, credit risks (e.g. cards, buy-now-pay-later, fraud, counterparty risk), liquidity risks (e.g.
operational incidents, delayed payments), money settlement, general business and business

32 5ee Basel Committee on Banking Supervision, Principles for the Sound Management of Operational Risk, June 2011, p. 3, FN5.
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model risks, governance risk, reputational, compliance and legal risks (e.g. complexity of dealing
with various legal frameworks).

Money Laundering, Terrorist Financing and Other lllicit Financial Crimes

Box 2: ML/TF risks associated with payment institutions

In June 2023, the European Banking Authority published a report on ML/ TF risks associated with
payment institutions.3® Among its findings, the report noted that AML/CFT supervisors across Europe
considered PSPs as a sector to represent inherent ML/TF risks and that controls put in place to mitigate
these risks were not always effective. It also noted that not all AML/CFT supervisors based the intensity
and frequency of on-site and off-site supervision on the PSP’s ML/TF risk profile and these risks in that
sector and supervisory practices established at authorization varied significantly with respect to
assessing the AML/CFT components. As a result, PSPs with weak AML/CFT compliance programs
could potentially take advantage of such inconsistencies to establish themselves in jurisdictions where
the authorization process is perceived to be less stringent and then engage in cross-border payment
activities from that base of operation. The report also noted that there was no common EU-level
approach to the AML/CFT supervision of agent networks or of PSPs’ use of agents. Such use may
present significant inherent risks especially in the cross-border context.

There are two levels of inherent ML/TF risk present in this sector, associated with payment
service characteristics (activity-based risk) as well as the characteristics of the PSPs that offer
those services (entity-based risk). In general, payment transactions are conducted in large
volumes and at high speeds and the underlying technologies that support payment product and
service offerings may also reduce the level of transparency associated with those transactions
thus potentially increasing ML/TF risk exposure. Non-bank PSPs are more likely to engage in
“occasional transactions” rather than transactions originating from established customer
relationships. In some cases, non-bank PSPs use agent networks that, in the absence of
appropriate supervision or oversight, can increase ML/TF risk exposure in cross-border
situations. Previous analysis by the FSB and the World Bank has highlighted the challenges for
PSPs, particularly those that process remittance payments, that are designated as higher risk,
that the practices, characteristics, and lower levels of supervision of non-bank PSPs relative to
banks may lead other financial institutions to reduce their exposure to non-bank PSPs; and that
improved supervision of these PSPs could counter such “de-risking.” The FSB report in 2018
included 19 recommendations in four main areas that, if implemented, might contribute to greater
access by banking services by RSPs.3

The FATF standards require banks to conduct CDD on their non-bank PSP customers as well
as ongoing transaction monitoring. They also require countries to take measures to ensure that
natural or legal persons that provide payment services are licensed or registered, and subject to
effective systems for monitoring and ensuring compliance with the relevant measures called for
in the FATF Recommendations. Thus, while a jurisdiction’s regulatory requirements for CDD and
suspicious activity monitoring generally will apply to both banks and non-bank PSPs, the
supervisory approaches for enforcing such compliance often vary, especially if the AML/CFT

33 see European Banking Authority (2023), EBA Report on ML/TF Risks Associated with Payment Institutions. EBA/REP/2023/18,
June.

34 See: FSB (2018), Stocktake of remittance service providers’ access to banking services March, and FSB (2019) Remittance
Service Providers’ Access to Banking Services: Monitoring of the FSB’s Recommendations, May
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and prudential supervisors are different or if the jurisdiction does not require licensing of all non-
banks PSPs. Since most non-bank PSPs currently access national payments systems through
banking relationships, in those circumstances where the PSPs do not establish customer
relationships that facilitate the conduct of effective CDD, the bank’s exposure to ML/TF risk may
be increased. Supervisors in turn may view those increased risks as not sufficiently mitigated by
controls established under the bank’s AML/CFT compliance programs.3®

There are also geographic risks associated with cross-border payment services that affect both
bank and non-bank PSPs. The geographies where PSPs are located or do business may be
considered higher risk for ML, TF and other illicit finance activities, and this may be especially
the case for non-bank PSPs that provide financial services in locations where banks are unlikely
to have a presence or do business. Such payment services may be critical to EMDES in
conducting trade and other commercial activities and supporting the flow of remittances and
humanitarian assistance.

The types of products and services offered by non-bank PSPs are often based on new and
emerging technologies for which potential ML/TF risks have either not been sufficiently identified
or addressed if identified. Identifying and addressing ML, TF and other illicit finance risks as part
of the product design process, identification of potential delivery channels and arrangements,
introduction of new technologies for pre-existing products and similar activities can reduce
potential risk exposure on roll out.

Changes in technology are not the only drivers of change in national payment landscapes.
Business arrangements could also affect regulation and produce accompanying changes in
supervisory strategies. Increases in partnerships between banks and non-bank PSPs to provide
services can potentially change risk profiles and shift supervisory focus to third-party oversight
to ensure effective risk management and compliance, including AML/CFT compliance and cyber
and operational risk management (see Box 3 for an example). Furthermore, for larger PSPs,
expansion into new services and products may change their mix of product types that may
require regulatory changes and corresponding supervisory strategy adjustments.

Box 3: Banking/Licensing-as-a-Service (BAAS)

BAAS is a growing form of third-party arrangements in which banks or other licensed financial service
providers provide licensed activities (e.g. banking, payments or investment services) via non-bank
intermediaries® that act, depending on the regulatory regime, as agents or outsourcing partners.3” Such
cooperation can potentially be beneficial for the BAAS provider as it may offer an opportunity to access
new sales channels, payment systems and card networks and customers, and may increase efficiency
and access to innovative solutions. It may also foster competition in the market. However, such
intermediation can also introduce risks. Like third-party outsourcing, BAAS introduces dependencies
between banks, other licensed financial service providers and other firms, although the nature of these
dependencies and the risks they create are different. In the context of payments, some of the most
prominent risks include conduct risks, information security risks, liquidity risks, operational risk
(including cyber and legal risks), business model risks, interconnection risks, reputational risks,

35 Ensuring effective CDD and transaction monitoring is made more challenging when PSPs issue virtual account numbers, such

as virtual IBANs. This issue is discussed in a recent report from the European Banking Authority, (2024) “Report on virtual
IBANS” (May).

The intermediary may also be a regulated institution which does not hold authorization for a specific service. (e.g. deposit taking)
See also, BCBS (2024), Digitalisation of finance, pg. 15 (May).
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resolvability risks, agency problems and adverse selection. For example, there have been incidents
where intermediaries have comingled or defrauded funds or failed to comply with know your customer
or third-party risk management obligations. In classic BAAS partnerships (e.g. co-branded credit card
issuance) the BAAS provider would be legally responsible for the services as well as be in charge of all
important technical front and back-office services. However, new non-bank intermediary relationships
have emerged where the non-bank intermediary runs the front-office, typically via an APl and may be
the main counterparty for the payment service user, while the PSP/BAAS provider would only be in
charge of back-office related process and regulatory compliance. Some non-bank intermediaries have
established BAAS relationships with multiple licensed payment service providers and other financial
service providers. In complex cases, the total set of services offered by the non-bank intermediary may
replicate the economic functions of a bank, providing access to deposit services, payments, trading,
credit and in some cases even crypto asset custody services or insurance as a broker.

As a result, in more complex cases, the licensed provider for the individual service may no longer have
the full picture and control over the interdependencies emerging from various services provided in the
non-bank intermediaries application that links up services from various financial service providers. Once
the non-bank intermediary’s/distributor platform expands, their PSPs may become dependent on the
non-bank intermediary, resulting in concentration risks. Thus, existing third-party risk-management
requirements and agent registration may not address complex BAAS models in the absence of and
more detailed supervisory guidance, cooperation among competent authorities and consideration of
additional licensing or registration in particularly complex cases.

Similarly, an expansion of large mixed-activity groups (e.g. BigTech, Telecom providers) into
payment services, may lead to intragroup interdependencies, where the supervisory approach
would need to consider group-wide interdependencies that may lead to new requirements on
governance, conduct of business, operational resilience and, where appropriate, financial
soundness.38

Not all PSPs present the same level of risks, so it is important to understand the risks associated
with each PSP taking into account its customer base, the markets within which it operates and
the types of payment products and services that it offers, as well as its business model, and
adjusting supervisory approaches as appropriate. Perceptions about both a non-bank PSP’s risk
profile and the rigor of its supervision or oversight can affect their ability to access and maintain
necessary banking and payment services.*®* The examples of current regimes in Annex 2
indicate that proportionality as a principle is, in many cases, already applied in the supervision
of both banks and non-bank PSPs. For example, Bank Indonesia has organized the country’s
PSPs into categories by risk of failure and service disruption which determines the application
of supervisory focus. Proportionality is also integrated into the BCBS Core Principles for banks
and the FATF standards that require countries to assess risks and apply a risk-based approach,
noting that where countries identify higher risks, they should ensure that the regimes related to
financial stability, operational resilience, and AML/CFT adequately address such risks.

38 gee Fsl (2022) Occasional Paper No 20 Big tech requlation: in search of a new framework, October.

39 For example, the World Bank’s 2015 Report on the G20 survey on de-rising activities in the remittance market found that only
48% of banks that responded to the survey agreed with the statement that “Banks can rely on adequate supervision of to inform
their risk-based decisions on opening/maintaining accounts for [non-bank remittance service providers] customers.” This
compares with 84% of the responses from government respondents. In total, 13 governments and 25 banks completed the
survey.
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3. Principles for developing recommendations

The principles described below were developed based on analysis of the identified frictions
related to differences in the application of regulatory risk management requirements, focused on
ML, TF and other illicit finance risks as well as operational risks (e.g. fraud, cyber) and resilience
described earlier in this report. These principles define the areas and establish a framework for
the development of the recommendations in section 4. The principles and the recommendations
that follow are intended to be high-level and recognize that national regulatory and supervisory
frameworks are influenced by a range of considerations.

Cross-border payment supervisory and regulatory regimes should be designed to
promote safe, resilient, and efficient payment services. Safety and efficiency of payments
are essential for a well-functioning economy. It is thus important that regulatory and supervisory
requirements consider the entire payment chain and the role of all actors involved and clarify the
respective responsibilities and expectations in a transparent and consistent manner. The
recommendations should be made and implemented in ways that do not jeopardize the robust
entity-level regulation and supervision to which internationally active banks are subject.

The supervisory and regulatory regimes applicable to cross-border payment activities
should be proportionate to the risks that they present. Proportionality refers to the principle
that the level of regulatory requirements and scrutiny should be commensurate with the risks
associated with a particular activity or entity and thus avoid imposing unnecessary regulatory or
supervisory burden on banks or non-banks. Applying proportionality in the context of cross-
border payments ensures that measures are tailored to the specific characteristics and risks
presented by participants and transactions. It can be applied to specific groups of supervised
entities or segments within those groups based on business models, permitted activities,
complexity, risk profile and other considerations.*°

Proportionality could warrant greater consistency in the treatment of similar payment services
across PSPs, for example, in the consistent application of regulatory requirements and resulting
supervisory measures to bank and non-bank PSPs in cases where they are providing similar or
the same payment services with similar or equal risks. Applying this principle would support an
environment that promotes fair competition and innovation by establishing a level playing field,
to the extent possible given differences in business model and risk profile, for both banks and
non-bank PSPs in the provision of cross-border payments, and would reduce opportunities for
engaging in regulatory arbitrage.

Proportionality is an already widely practised approach for exercising regulation and supervision.
For banks, the concept of proportionality ensures that applicable rules and supervision practices
are consistent with banks’ systemic importance and risk profiles, as well as appropriate for the
broader characteristics of a particular financial system. Furthermore, it can support the
achievement of other national policy goals that may vary across jurisdiction such as promoting
financial inclusion or facilitating access to payment systems for non-bank PSPs.

40 see World Bank and BCBS (2021) Proportionality in bank regulation and supervision — a joint global survey, July.
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The supervisory and regulatory regimes for PSPs should respond accordingly to changes
in national and international payment services landscapes. This principle acknowledges
that as PSPs expand their business into foreign markets, and merge with, acquire, or are
acquired by other types of entities, changes to national regulatory and supervisory regimes may
be required to adapt quickly to address risks which were previously not accounted for and
accommodate changing services and activities. Payment services may also change based on
new technologies; therefore, alignment should consider a technology neutral approach.

The supervisory and regulatory regimes for PSPs should be clearly articulated. Clear
articulation of regulations and supervisory expectations that includes avenues for industry
consultation on proposed regulatory changes and resulting supervisory processes for cross-
border payments is essential to foster trust among stakeholders and to promote fair competition.

The regulatory and supervisory regimes for cross border payments should facilitate
cooperation, coordination and information sharing within and across jurisdictions.
Regular dialogue and collaboration between and among relevant regulatory and supervisory
authorities, as well as with and between private sector entities, are important for identifying,
understanding, and addressing the risks and challenges in the fast-changing and complex cross
border payment ecosystem. Also, fostering consistency and other improvements, requires, to
the extent possible, sharing information within and across jurisdictions to enable a system-wide
perspective of cross-border payments.

4, Recommendations for improving alignment of PSP
regulatory and supervisory regimes

These recommendations are focused primarily on addressing the identified Roadmap frictions
that result from the complexities in meeting compliance requirements, including those related to
AML/CFT. In developing the recommendations contained in this section, consideration was
given to discussions in previous sections and in applying the principles contained in section 3.
Such consideration included the application of activity- vs entity-based regulation and the
principle of “same activity, same risk, same rule” and moving toward the ideal outcome of
establishing a level playing field between bank and non-bank PSPs in their provision of cross-
border payment services that pose similar risks. The recommendations should be made and
implemented in ways that do not jeopardize jurisdiction-specific policy goals, such as the robust
entity-level regulation and supervision to which internationally active banks are subject. To avoid
duplication, additional consideration was given to the work underway in other FSB workstreams,
including the efforts of other workstreams described in section 2 and the ongoing work to revise
relevant FATF standards and to ensure the effective implementation of these standards. The
resulting recommendations apply to all relevant competent authorities as well as international
standard setters.

Recommendation 1: Competent authorities should conduct risk assessments of the cross-border

payments sector, the aim of which should be to identify, understand and assess the risks associated
with PSPs active in cross-border payment services.

Moving toward the objective of achieving a level-playing field between bank and non-bank PSPs
that reflects the principle of “same activity, same risk, same rule”, while taking into account the
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differences in risk profiles, requires a comprehensive and sophisticated understanding of PSPs’
activities and their risks as well as on potential mitigants to ensure the safety and efficiency of
cross-border payment services. The nature and level of risks associated with a PSP providing
one type of service may differ from PSPs offering a combination of services (e.g. payments,
payment accounts and, non-bank lending, other financial and non-financial services, or a
combination of activities from different sectors such as payments and data related services), or
a group of entities or platforms linking up services of several financial institutions. Such
combinations may introduce a range of complexities, additional risks (e.g., concentration risks,
contagion risks) that should be assessed to ensure effective risk management. Additional
requirements and supervisory approaches may be warranted to assess risks holistically and
require coordination of supervisory and oversight activities and prudential consolidation for
groups with significant financial activities, in addition to addressing the risks of each activity or
group entity in isolation.**

Risk assessments should be tailored to the specific risks or categories of risk present in the
sector and comprise, among other things, PSPs’ business models, operational resilience, the
types of services (including ancillary services) and products that they offer and their target
customers and market segments as well as dependencies from and interdependencies with third
parties and the potential impact of such activities on the safety and efficiency of the payment
services provided. The analysis should consider the entire payment flow, the risks of the
payment instruments, the respective payment activities and channels (e.g. ATM, point of sale
terminal, internet or distance communication), platforms and underlying technologies, and
agents and other intermediaries. For example, partnerships between bank and non-bank PSPs
or unlicensed entities, or PSPs’ engagement in non-bank lending may present new risk
challenges.

The assessments should be supported by timely and relevant data and competent authorities
should review their programmes for collecting relevant data to effectively monitor, understand,
assess and mitigate the risks. To ensure that payment sector risk assessments are sufficiently
responsive, they should be periodically reviewed and updated to reflect market developments.

Recommendation 2: Competent authorities should review existing regulatory, supervisory and
oversight regimes based on the findings of the payment sector risk assessments to ensure that the
regimes 1) address all the key risks identified, 2) are proportional to the risks identified, with particular
attention to operational risks (e.g. fraud, cyber and third-party risks), resilience and ML, TF and other
illicit finance risks, and 3) are applied consistently and in coordination with all relevant competent
authorities across the sector. Competent authorities should consider undertaking or seeking
adjustments to laws, regulations, and supervision and oversight models as needed.

Competent authorities should use the findings from their payment sector risk assessments to
review and ensure that their regulatory, supervision and oversight regimes address all the key
risks identified, particularly those related to cross-border payment activities, and that those
regimes are proportional to the risks and are consistently applied.

41 E.g. see EBA (2022) Joint European Supervisory Authority response to the European Commission’s February 2021 Call for
Advice on digital finance and related issues: regulation and supervision of more fragmented or non-integrated value chains,
platforms and bundling of various financial services, and risks of groups combining different activities, January. Recommendation
7: Ensure the sufficient coverage of mixed activity groups (MAGs) by sectoral prudential consolidation/group structured
supervision rules.
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These reviews should include operational risks, related to payment services. Considerations
could include whether PSP regulatory, supervisory and oversight regimes sufficiently support
establishment of safe and efficient processes for customer onboarding, authentication,
communication and data security; tracing of payment transaction processing; management of
other operational risks (e.g. cyber, business continuity, fraud, third party risk); and reporting
operational and security incidents in a standardised manner to the authorities.

General issues that should be considered include the appropriate use of activity- or entity-based
regulation; consistency of application both within the jurisdiction and internationally; and effective
supervision and oversight of PSPs, agents, and other intermediaries, whether through
supervision or other means of reviewing and ensuring compliance. This may include, for
example, considerations of increased information sharing and cooperation between and among
competent authorities and supervisors; considerations of whether to introduce more rigorous or
comprehensive regulatory, supervisory and oversight approaches, such as requirements on
organisational group structures for non-banks with significant financial activities; or
considerations of potentially enhanced risk management requirements in areas such as
operational resilience or recovery planning for non-financial groups expanding into cross-border
payment activities.*?

In jurisdictions that have multiple relevant competent authorities, those authorities should jointly
consider ways to better promote proportionality and consistency within the jurisdiction, which
could include, for example, coordinating the reviews of their relevant regulatory and supervisory
regimes, subject to applicable legal constraints,*® as well as harmonising reporting requirements
and templates where possible.

In considering proportionality, competent authorities should keep in mind the importance of
maintaining a balance between the jurisdiction’s priority public policy goals and preserving the
integrity of the financial system and the PSPs and other financial institutions that operate within
it. Such public policy goals often include, among others, the safety and efficiency of the payment
system, financial inclusion, supporting sound competition, and protecting national security,
including through the application of economic sanctions.

In conducting their reviews, competent authorities should also consider relevant existing
international standards and guidance such as the FATF Standards, which apply to both banks
and non-bank PSPs, and the BCBS with respect to banks. As the regimes applied to banks and
non-bank PSPs move towards greater alignment, regulatory changes with accompanying
adjustments to supervisory and oversight strategies and models may be necessary. This is
especially likely for risk areas associated with non-bank PSPs that are not currently addressed
under existing international frameworks and may not be subject to consistent supervision.
However, care should be taken in this process to avoid placing unnecessary regulatory or
supervisory burden on PSPs, by rigorously applying the principles of proportionality and
consistency in the context of a risk-based approach.

42 Compare: Financial Stability Institute Occasional Paper No 20, Big tech regulation: in search of a new framework, Johannes
Ehrentraud, Jamie Lloyd Evans, Amelie Monteil and Fernando Restoy.

43 This does not necessarily entail competent authorities issuing joint regulations or guidance.
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In considering consistency, a key decision for competent authorities to make is the appropriate
implementation of activity- or entity-based regulation and supervision. In many cases, a
combination of the two approaches may be needed to achieve outcomes that are consistent,
proportional and effective. Competent authorities should have a framework to guide this
decision.** Relatedly, supervision and oversight regimes with respect to cross border payment
services should be tailored to whether the regulatory requirements are activity or entity based.

Recommendation 3: Competent authorities’ regulatory and supervisory regimes related to cross
border payments should be designed to promote consumer protection and address consumer harms.

“The integration of financial consumer protection policies into regulatory and supervisory
frameworks contributes to strengthening financial stability, addresses information asymmetries,
and ensures that consumers are treated fairly and adequately protected from harms.”*> Competent
authorities should adopt and implement regulatory and supervisory regimes with adequate
consumer protection requirements. Those consumer protections should include ensuring
transparency with respect to payment service delivery and pricing of services, as well as timely
error and dispute resolution to prevent or address consumer harm. Consumer protections should
be aligned across the PSP sector, whether the jurisdiction places consumer protection issues
under the scope of prudential supervisors, conduct authorities, or as a shared responsibility
between prudential and conduct authorities. In reviewing their supervisory frameworks, competent
authorities should consider the G20/OECD High-Level Principles on Financial Consumer
Protection, which could help promote consistency within and across jurisdictions.

Recommendation 4: Competent authorities should develop, publish and communicate payments-
related supervisory and oversight expectations to promote safe and efficient payment services,
including the guidance relating to application of the risk-based approach.

Promoting transparency through the publication of supervisory and oversight expectations
supports achieving a level-playing field in at least two important ways. First, it fosters consistent
awareness and understanding among PSPs that enhances their ability to meet those
expectations and promotes compliance with legal and regulatory requirements. Second, it can
help to improve the consistency and understanding of supervision and oversight, including that
applied to non-bank PSPs. Strengthening the consistency of requirements applicable to, and
practices of, non-bank PSPs as well as the clear communication of such consistency may
minimise instances where banks are unwilling to provide services to non-bank PSPs and could
also improve the reliability, security, and efficiency of cross-border payment services.

Where relevant, supervisory and oversight expectations may differentiate between domestic and
cross-border payments, given potential differences in related risk exposure (e.g. fraud, non-

44 For example, the FSI suggests that activity-based regulation is appropriate when 1) the risks presented by a particular activity
could be significant in the context of the overall national financial system even though failure to manage such risks may not
necessarily affect the overall safety and soundness of the entity conducting the activity and 2) the activity can be addressed
directly and in isolation. While regulation focuses on establishing rules either for specific activities based on the risks they
present or for entities that offer a combination of services based on combined or overall risk, supervision and oversight, including
supervision, focuses on the application and enforcement of those rules. See FSI (2022) Occasional Paper No. 19. Entity-based
vs activity-based regulation: a framework for applications to traditional financial firms and big techs, August. Another helpful
discussion of activity-and-entity-based regulatory approaches is IMF (2022) BigTech in Financial Services: Regulatory
Approaches and Architecture.

45 G20/0ECD High-Level Principles on Financial Consumer Protection.
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compliance with economic sanctions, or ML, TF and other illicit finance risks might be higher for
cross border transactions). In developing guidance, competent authorities should consider and
establish appropriate approaches for consulting with PSPs and other relevant stakeholders and
incorporate relevant feedback. Moreover, competent authorities should consider providing
dedicated assistance (e.g. seminars, focus group discussions, workshops) for PSPs to achieve
compliance as new rules or supervisory expectations are introduced or new PSPs are
established. Supervisors are also encouraged to share their supervisory practices with other
jurisdictions or international organisations.

Recommendation 5: Competent authorities should 1) review licensing or registration criteria for risk-
proportionate requirements, including measures to promote consumer protection and address new
services such as account information services, payment initiation services, digital wallets, and the
provision of services through agents; and, if necessary, 2) adjust the licensing or registration process
for PSPs to incorporate such requirements as conducting fit and proper tests, reviews of AML/CFT
compliance programs and oversight of agents and other intermediaries.

Improving consistency with respect to licensing or registration across the PSP sector is a key
step in successfully aligning bank and non-bank PSP regulatory and supervisory regimes
because many licences or charters issued to PSPs, or registration requirements, identify specific
activities or combination of activities that they can offer and may also establish the supervisory
and oversight regime that should be applied. Currently, authorization processes can vary across
jurisdictions. Licences can be issued in most jurisdictions for specific services based on activity-
type or on entity-type. Banks are required to be licensed or chartered in most jurisdictions and,
with respect to AML/CFT compliance, the FATF standards allows jurisdictions the flexibility of
either registering or licensing PSPs. The focus of the licensing or registration process depends
on the determination to apply either activity- or entity-based regulation for ensuring effective
outcomes. While maintaining neutrality, competent authorities could consider the continuation
of benefits such as expanded access or improved technology offered by non-bank PSPs by
establishing and maintaining enabling regulatory and supervisory frameworks that seek to
appropriately balance these benefits with the potential risks associated with PSP products and
services. Moreover, they should also consider a consistent approach across the sector for the
registration and oversight regarding PSP agents.

Recommendation 6: Competent authorities both within and across jurisdictions should, where
applicable, implement or expand cooperative arrangements for information sharing to support access
to relevant information and data for comprehensively assessing risks as well as the sources of frictions
and, when appropriate, supporting regulatory or supervisory action.

The cross-border payments ecosystem is multifaceted and complex. Fully understanding the
nature, scope and magnitude of relevant risks typically requires information from across the
payments chain, from all relevant authorities within a jurisdiction, and from multiple jurisdictions.
This is particularly true in the context of enforcing effective AML/CFT and sanctions
compliance.*®

46 Supervisory cooperation- both domestic and international is highlighted as a key requisites for an effective system in the 2022
FATF report on the State of Effectiveness and compliance with the FATF Standards (chapter 3 on supervision).

24


https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.fatf-gafi.org%2Fcontent%2Fdam%2Ffatf-gafi%2Freports%2FReport-on-the-State-of-Effectiveness-Compliance-with-FATF-Standards.pdf.coredownload.pdf&data=05%7C02%7CDonna.Murphy%40occ.treas.gov%7C24ec7c405ea6407060d808dc853feafd%7Cfd30c7091bb849f19c7edd8840c989d0%7C0%7C1%7C638531756805759152%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C4000%7C%7C%7C&sdata=85CyPgQPUXRUfFHwatK6ii6HgOEwaPbNTHX4UbS%2BGxg%3D&reserved=0

Competent national and international authorities should consider establishing suitable
international channels to facilitate collaboration and coordination to support access to
information for global PSPs that operate across multiple jurisdictions where applicable,
implementing or expanding information sharing arrangements, to support access to relevant
information and data for comprehensively assessing risks and, when appropriate, supporting
regulatory or supervisory action. For entities active in cross-border payments, or entities that
belong to a group that is active in cross-border payments, relevant competent authorities within
and across jurisdictions should consider establishing information sharing arrangements with
each other, subject to applicable legal constraints.

m  Within jurisdictions, competent authorities should consider establishing an interagency
task force that includes all other relevant competent authorities involved in the
regulation and supervision of the PSP sector, including all AML/CFT supervisors.*’ In
addition to assisting in conducting, updating and implementing risk assessments, the
group may also support regular outreach to and communication with the PSP sector to
share information such as on fraud patterns, consumer protection trends, ML, TF and
other illicit finance typologies, and economic sanctions compliance practices that PSPs
can incorporate into their risk management strategies.

In jurisdictions where non-bank PSPs are supervised by different competent authorities
depending on location or licence-or-registration type, the taskforce could facilitate
improved coordination of supervisory efforts. For example, it could serve as a forum for
members to better understand each other's respective supervisory authority,
expectations, and activities, and for developing strategies to identify inconsistencies to
promote greater alignment.

m At the international level, competent authorities should consider establishing groups
similar to cooperative arrangements*® or BCBS supervisory colleges that would include
PSP regulators and supervisors helping to develop a common understanding of the
risks in non-bank PSPs, promoting a shared agenda for addressing risks and
vulnerabilities as well as frictions associated with cross-border payments such as those
resulting from differences in national economic sanctions regimes, and providing a
platform for communicating key supervisory messages among members.*°

To the greatest extent possible, cooperative arrangements among regulators should be
transparent to PSPs, other financial institutions and third parties so they can understand the
regulatory environment and meet their customers’ expectations and regulatory obligations, as
well as consumers.

47 See BCBS (2020), Sound management of risks related to money laundering and financing of terrorism. Annex 5 notes that
“effective cooperation and exchange of information among prudential supervisors and AML/CFT supervisors that are responsible
for banks (hereinafter “supervisors”) are essential to address and mitigate ML/TF risk, to maintain the integrity of the banking
system and ensure the prudential soundness and stability of banks.”

48 Compare CPMI-IOSCO PFMI, Responsibility E: Cooperation with other authorities, page 133.
49 Compare BCBS (2014) Principles for effective supervisory colleges, June.
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Annex 1. Survey of existing standards, recommendations and
guidance

This annex provides a brief overview of the existing standards, recommendations and guidance
relevant to cross-border payments developed by international SSBs and international
organisations such as the FSB. The following are key findings from the review that inform the
proposed set of principles discussed in section 3 of the report and the proposed
recommendations in section 4. The proposed recommendations in this report are intended to be
complementary to this existing body of work.

Financial Stability Board

In 2018, the FSB conducted a stocktake of RSPs’ access to banking services. The report
identified a decline in the number of correspondent banking relationships impacting the RSPs’
ability to access banking services, that posed a major challenge to the provision of remittance
services to certain regions of the world; particularly to EMDEs where remittance flows are a key
source of funds for households.

The stocktake identified a variety of intertwined drivers for the termination of banking services to
RSPs, including considerations of profitability, the perceived high ML/FT risk associated with the
remittance sector, the supervision of RSPs that ranged from active and effective to completely
absent and, in some jurisdictions, weak compliance with international standards, particularly
those relating to AML/CFT.

Overall, the report concluded that while the FATF standards relevant to RSPs appeared
sufficient, there appeared to be a lack of understanding of some of their key tenets, such as the
application of the RBA. To address the issues identified, the FSB report set out 19
recommendations in the following four areas:

m Dialogue and communication between the banking and remittance sectors.

m  Application of the FATF international standards and oversight of the remittance sector
focusing on areas such as, coordination and information sharing practices and guidance
on applying the RBA.

m  The promotion and use of innovation in the remittance sector and its possible role in
enabling RSPs greater access to banking services focusing on promoting new
technologies to support customer identification, increasing end user access to
transaction accounts and other activities.

m Technical assistance on remittance-related topics that included strengthening RSP
regulation and supervision and conducting national risk assessments of the RSP
sectors.

In 2019, the FSB published a report following up on progress made in implementing the
recommendations contained in its 2018 report. The report found that progress had been made
against some of the recommendations, but that further work was needed. With respect to the
actions undertaken, the report noted for example that some jurisdictions had adopted or
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implemented several good practices and procedures to improve their supervisory frameworks
and enhance coordination.

At the same time, many jurisdictions still did not appear to have established robust supervision
for RSPs and quite a few jurisdictions did not effectively supervise RSPs at all. Dialogue between
RSPs, banks and authorities responsible for supervision of the remittance sector was useful but
had not resulted in tangible next steps. While innovation was a helpful solution to the challenges
faced by RSPs, it was likely only part of a broader solution. The report also noted that significant
amounts of technical assistance had been directed to the remittance sector, but there was a
need for better coordination of this assistance and more focus on oversight of the remittance
sector and the development of national risk assessments.

International Standard Setting Bodies (SSB)

Basel Committee on Banking Supervision (BCBS)

The BCBS is the primary global standard setter for the prudential regulation of banks and
provides a forum for cooperation on banking supervisory matters. Its mandate is to strengthen
the regulation, supervision and practices of banks worldwide with the purpose of enhancing
financial stability. It establishes and promotes global standards for the regulation and supervision
of banks as well as guidelines and sound practices on a wide range of topics relevant to its
mandate.

The BCBS’ Basel Framework is the full set of standards that cover governance, capital, liquidity,
leverage, as well as risk management, supervision and disclosure. The Basel standards are
expected to be implemented in full for internationally active banks in BCBS member jurisdictions.
The BCBS also established the Core Principles for Effective Banking Supervision (Core
Principles) that are the de facto minimum standard for sound prudential regulation and
supervision of banks and banking systems.

In 2020, the BCBS updated its Guidelines on the sound management of risks related to money
laundering and financing of terrorism intended to enhance the effectiveness of supervision of
banks' AML/CFT risk management, consistent with and complementary to the goals and
objectives of the standards issued by the FATF and principles and guidelines published by the
Basel Committee. While not limited to cross-border payments, these guidelines are applicable
in the context of the provision of payment services. The role of bank supervisors in the context
of cross-border payments broadly described below:

m Establishing effective cooperation mechanisms between prudential and AML/CFT
supervisors to ensure that ML/FT risks are adequately supervised in the domestic and
cross-jurisdictional context for the benefit of the two functions.

m  Ensuring full cooperation and assistance between home and host country supervisors
in verifying a bank’s compliance with the group-wide AML/CFT policies and procedures.

m  Providing appropriate legal frameworks to facilitate the flow of information required for
customer risk management from jurisdictions hosting foreign banks to head offices or
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parent banks and home country supervisors. Cooperation and exchange of information
between prudential and AML/CFT supervisors should include coverage of the following:

e bank authorisation processes (i.e. license applications, fit and proper
assessments);

e ongoing supervision, including assessment of governance, risk management and
internal control systems of a bank, business model and profitability drivers,
operational risks and compliance with AML requirements;

e enforcement actions and/or revocation of banking licences.

Bank supervisors should also establish and maintain official channels to facilitate and structure
ongoing dialogue, information exchange and cooperation between prudential and AML/CFT
supervisors, at the national and international levels (e.g. bilateral or multilateral exchanges,
prudential or dedicated AML/CFT colleges).

Prudential and AML/CFT supervisors should:

m exchange information periodically and when necessary, as relevant for their respective
tasks;

m consider whether and if so, in which situations, to cooperate (e.g. coordinated or joint
inspections);

m consider taking measures to facilitate cooperation and information exchange with all
relevant parties (e.g. MOUS);

m include, to the extent legally possible, confidentiality and data protection provisions
when putting in place mechanisms in relation to the exchange of information and
cooperation among authorities.

Committee on Payments and Market Infrastructures

The Bank for International Settlements’ Committee on Payments and Market Infrastructures
(CPMI) promotes the safety and efficiency of payment, clearing, settlement and related
arrangements, thereby supporting financial stability and the wider economy. The CPMI monitors
and analyses developments in these arrangements, both within and across jurisdictions. It also
serves as a forum for central bank cooperation in related oversight, policy and operational
matters, including the provision of central bank services.

The CPMI is a global standard setter in this area. It aims to strengthen regulation, policy and
practices regarding such arrangements worldwide. The CPMI and the International Organization
of Securities Commissions (IOSCO) have issued the Principles for financial market
infrastructures (PFMI) that are the international standards for financial market infrastructures,
i.e. payment systems, central securities depositories, securities settlement systems, central
counterparties and trade repositories. They are part of a set of 12 key standards that the
international community considers essential to strengthening and preserving financial stability.
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Financial Action Task Force

FATF is an independent inter-governmental body that develops and promotes policies to protect
the global financial system against money laundering, terrorist financing and the financing of
proliferation of weapons of mass destruction. The FATF Recommendations set out a
comprehensive and consistent framework of measures which countries should implement to
combat these threats.

The FATF Recommendations apply to banks as well as non-banks. This includes
Recommendation 14 which, as discussed above, requires countries to take measures to ensure
that natural or legal persons that provide MVTS are licensed or registered, and subject to
effective systems for monitoring and ensuring compliance with the relevant measures called for
in the FATF Recommendations. Additionally, Recommendation 16 requires countries to ensure
that financial institutions include required and accurate originator information and required
beneficiary information on wire transfers and related messages and that the information remains
with the wire transfer or related message throughout the payment chain. FATF is currently
considering revisions of R16 to reflect changes in the cross-border payments ecosystem.
Proposed revisions under consideration include, among others, modifying the required originator
and beneficiary information in cross-border transactions; narrowing the current exemption for
credit, debit, or prepaid cards; and requiring beneficiary financial institutions to check that the
beneficiary information in cross-border payment messages aligns with what they have on file.

As the FATF Recommendations are high level and apply across a wide range of national ML/FT
risk profiles and AML/CFT regimes, implementation may differ across jurisdictions, including in
how certain terms are understood and the requirements for information and data accompanying
cross border payments are implemented.

In 2016, the FATF published its Guidance for a Risk Based Approach for Money or Value
Transfer Services to ensure effective AML/CFT compliance by providers of MVTS.%0 The
guidance was aimed at 1) jurisdictions and competent authorities, 2) PSPs operating in the
MVTS sector, and 3) banks that had or were considering PSPs operating in the MVTS sector as
customers. The recommendations contained in the guidance included:

m Licensing or registration of financial institutions providing MVTS that should also be
subject to effective systems for monitoring to ensure compliance with national AML/CFT
requirements and the FATF standards. Any natural or legal person acting as an agent
of a PSP should also be licensed or registered by a competent authority, or the PSP
should maintain an up-to-date list of its agents, which can be consulted by the
competent authorities in the countries where the PSP and its agents operate.

m Liaising between competent authorities of the PSPs and host authorities to address any
ML/FT concerns.

= Providing guidance and training to supervisors and their staff to understand the PSP
sector and assess the associated ML/FT risks and liaising with other relevant domestic

50 FATF (2016) Guidance for a Risk-Based Approach for Money or Value Transfer Services.
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regulatory and supervisory authorities to ensure a coherent interpretation of legal
obligations and promote a level playing field.

m Fostering domestic and international cooperation and information exchange between
supervisors, law enforcement agencies, central banks, intelligence agencies, and
financial intelligence units (FIUs) for effective monitoring and supervision of the sector.

m  Providing guidance on the effective implementation of an RBA and coordinating with
different supervisors to ensure consistent expectations and approaches to the RBA.

In 2021, the FATF published its Guidance on Risk-Based Supervision to further promote
effective implementation of the RBA for supervision across financial institutions and
designated non-financial businesses and professions (DNFBPs).5! The guidance addressed
special considerations for the MVTS sector, such as the use of MVTS sector risk
assessments by AML/CFT supervisory authorities to identify low risk activities. The MVTS
sector risk assessments provided sufficient transparency for banks and non-banks to
continue facilitating financial services to the MVTS sector while appropriately managing
ML/FT risks using the RBA.

51 EATF (2021) Guidance on Risk-Based Supervision.
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Annex 2: Survey of domestic regulatory and supervisory frameworks

Introduction

Jurisdictions globally take a variety of approaches to regulating and supervising banks and non-
banks in their provision of cross-border payment services. This section provides examples from
a few jurisdictions to highlight these different approaches, which include a combination of entity
and activity-level regulation and supervision.

The Bahamas

In The Bahamas, a payment service provider (PSP) is a payment institution licensed under the
Payment Instruments (Oversight) Regulations, 2017. They can include a bank, a bank and trust
company, a trust company, a money transmission service provider licensed, or a money
transmission agent registered, pursuant to the Banks and Trust Companies Regulation Act, 2020
(Ch. 316) and the Banks and Trust Companies (Money Transmission Business) Regulations,
2008. It can also include a co-operative credit union pursuant to The Bahamas Co-operative
Credit Unions Act, 2015; and any other provider licensed to provide payment services under any
other relevant law. It should be noted that entities licensed under the Regulations are not
permitted to engage in foreign exchange transactions in the absence of a separate licence or
prior approval from the Central Bank, or other domestic regulatory authority.

Licensing

All entities that provide payment services in The Bahamas must obtain the proper licensing,
according to the scope of services provided, as per the Payment Instruments (Oversight)
Regulations, 2017.

Supervisory approach

Supervisory focus for monetary transmission businesses (MTBs) and PSPs is heavily focused
on reputational risks, including AML/CFT risk, and operational risk management. In this vein, the
Central Bank works to ensure that all key exposures are being effectively identified, measured,
monitored and mitigated. Therefore, the Central Bank uses a risk-based approach in the effective
supervision of these entities. It is important to note that in this regard, banks and non-banks are
not treated differently when it comes to supervisory oversight.

Risk management

All financial institutions in The Bahamas are required to adhere to the rules and regulations laid
out in the Financial Transactions Reporting Act, 2018. The Act stipulates how financial
institutions should conduct themselves when it comes to exercising customer due diligence,
record keeping, internal controls, and assessing risk.
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Minimum capital requirements

According to the Guidelines for Non-Bank Money Transmission Business, all providers should
establish and maintain an unimpaired minimum capital of $50,000 or such other sum as the
Governor may require.

AML/CFT considerations

The domestic approach to regulation and supervision is largely grounded in AML/CFT and
Countering Proliferation Financing (CPF) considerations, and is therefore aligned with
international regulations set forth by the FATF and other standard-setting and multilateral bodies.
In May 2009, the Central Bank issued its first iteration of Guidelines for Supervised Financial
Institutions on the Prevention of Money Laundering, Countering the Financing of Terrorism and
Proliferation Financing®? (“AML/CFT Guidelines”), which incorporates both the mandatory
minimum requirements of the AML/CFT laws in The Bahamas and industry best practices. Both
banks and non-banks are expected to adhere to these Guidelines, and therefore face varying
sanctions for non-compliance.

Regarding domestic and cross-border payments, the Bahamas implemented Recommendation
16 under the FATF Recommendations, which seeks to enhance the transparency of cross-
border and domestic electronic funds transfers (wire transfers or transfers). The
Recommendation was implemented via the Financial Transactions Reporting (Wire Transfers)
Regulations, 2018, (FTRR) and is intended to cover any transaction carried out on behalf of a
payer through a financial institution by electronic means; it therefore covers both banks and non-
bank payment service providers.

European Union

In the European Union, payment services are regulated by several harmonised legislations. The
payment services directive (PSD2)%® and electronic money directive (EMD2)%* are two key,
interconnected directives. PSD2 is the main directive on the authorisation requirements for non-
bank PSPs and clarifies the use of agents/distributors. It regulates conduct related aspects for
any PSP such as transparency of conditions and information requirements, rights and
obligations in relation to the provision and use of payment services requirements, the security of
payment transactions, fraud and incident reporting as well as operational risk management. The
June 28th, 2023, proposal for the revision of the PSD25% envisages a new directive (PSD3), for

52 Guidelines for Supervised Financial Institutions on the Prevention of Money Laundering, Countering the Financing of Terrorism

& Proliferation Financing.

Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 2015 on payment services in the
internal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU) No 1093/2010, and
repealing Directive 2007/64/EC.

Directive 2009/110/EC of the European Parliament and of the Council of 16 September 2009 on the taking up, pursuit and
prudential supervision of the business of electronic money institutions amending Directives 2005/60/EC and 2006/48/EC and
repealing Directive 2000/46/EC.

55 published on 28 June 2023.

53

54
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the authorisation and supervision of PSPs and electronic money institutions, and a regulation on
the provision of payment services (PSR) which primarily sets the conduct-related rules.>®

PSPs can be credit institutions®’, electronic money institutions regulated under EMD2, payment
institutions regulated under PSD2, post office giro institutions, and certain public authorities and
central banks. Payments Institutions (PIs) can provide payment services, including placing and
withdrawal of cash, execution of payment transactions, issuing of payments instruments®® and
acquiring of payments transactions®®, money remittance®’, payment initiation services®, and
account information services®?. They can also provide limited short-term credit in connection with
the execution of payment transactions as well as other non-licensed activities in accordance with
EU or national law.52 E-money Institutions (EMIs) can in addition issue electronic money and e-
money tokens®* subject to redemption at par. Pl and EMIs are subject to prior authorisation
based on comprehensive documentation and ongoing supervision by the competent authority.
Their initial capital requirements relate to the activities. Account information services are only
required to hold a professional indemnity insurance. For money remittance requires a minimum
of EUR 20,000, le Payment initiation services EUR 50,000; all other payment services under a
Pl licence require EUR 125,000. EMIs need at least EUR 350,000 in initial capital. Pls must hold
whatever is higher, the initial capital or own funds based on the harmonised own funds
calculation methods depending on the business model and determined by the national
competent authorities (NCAs). Own funds for electronic money activities shall amount to at least
2% of the average outstanding electronic money.

In addition, all EU PSPs are subject to regulation on digital operational resilience® and strict
data protection requirements®. Charges are further regulated in the rules on cross-border
payments and on the transparency of currency conversion charges within the Union®” and for
card-based payment transactions in the interchange fee regulation®. The revised regulation on

56 The PSR will include rules on transparency as well as those on rights and obligations relating to the provision and use of payment

services. Additionally, the proposal includes clarifications on open banking by further harmonising requirements for application
programming interfaces as well as some updates on fraud prevention including secure authentication.

Regulated under the Capital Requirements Regulation (CRR) /Directive (CRD), CRR3/CRD6 implementing the final Basel IlI
reforms will become applicable as of January 2025.

A payment service provided by a PSP contracting to provide a payer with a payment instrument to initiate and process the
payer’s payment transactions.

57
58

59 A payment service provided by a payment service provider contracting with a payee to accept and process payment transactions,

which results in a transfer of funds to the payee.

A payment service where funds are received from a payer, without any payment accounts being created in the name of the
payer or the payee, for the sole purpose of transferring a corresponding amount to a payee or to another payment service
provider acting on behalf of the payee, and/or where such funds are received on behalf of and made available to the payee.

A payment service to initiate a payment order at the request of the payment service user with respect to a payment account held
at another payment service provider.

An online service to provide consolidated information on one or more payment accounts held by the payment service user with
either another payment service provider or with more than one payment service provider.

Payment institutions that engage solely in account information service only need to be registered.
64 As of 30 June 2024, in accordance with EMD and the Regulation (EU) 2023/1114 (Markets in Crypto Assets Regulation).

60

61

62

63

65 Regulation (EU) 2022/2554 on digital operational resilience for the financial sector

66 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General
Data Protection Regulation)

67 Regulation (EU) 2021/1230 of the European Parliament and of the Council of 14 July 2021 on cross-border payments in the
Union

68

Regulation (EU) 2015/751 of the European Parliament and of the Council of 29 April 2015 on interchange fees for card-based
payment transactions
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instant payments®®, which amends the single euro payments area (SEPA) regulation of 2012 on
standard credit transfers, aims to make instant payments more secure and fully available to
consumers and businesses. It removes legal obstacles for Pl and EMIs to become direct
participants to systemically important payment systems™ and requires them to establish a
winding-up plan.

On AML/CFT, the fifth anti-money laundering directive’* entered into force in June 2018. The
more general travel rule obligation for fund transfers were already established previously in
201572 but further enhanced with the Regulation (EU) 2023/1113 on information accompanying
transfers of funds and certain crypto assets.

Indonesia

As part of payment system regulatory reform, Bank Indonesia (Bl) has issued The Bank
Indonesia Regulation No. 23/6/PBI1/2021 concerning PSPs that uses an activity-based approach
(same activity, same risk, same rule) where all PSPs — banks and non-banks - will be subject to
regulatory requirements, licensing, and supervision when providing services to facilitate payment
transactions to users.

Licensing

Any party acting as a PSP must obtain a licence from the central bank.

Supervisory approach

The Payment System supervision framework comprises a combination of on- and off-site
supervision, based on a risk-based approach that is proportionate to the risk profile of the PSP
and its systemic importance. Bl classify PSP into three categories, which are systemic, critical
and general, based on the level of risk posed by the activities of both banks and non-bank
entities. The level of regulatory requirements and scrutiny should be commensurate with the
risks associated with PSP. To allow for effective offsite supervision, all PSP are required to
submit periodic and incident reports to the supervisor.

Minimum capital requirements

All PSPs must meet the provision on the obligation to provide two kinds of capital, (i) initial capital
as licence requirements, and (ii) ongoing capital during implementation of business activities.

69 Regulation of the European Parliament and of the Council amending Regulations (EU) No 260/2012 and (EU) 2021/1230 and

Directives 98/26/EC and (EU) 2015/2366 as regards instant credit transfers in euro.

By amending the Settlement Finality Directive 98/26/EC.

"1 Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018 amending Directive (EU) 2015/849 on
the prevention of the use of the financial system for the purposes of money laundering or terrorist financing, and amending
Directives 2009/138/EC and 2013/36/EU.

72 Directive 2015/849 Directive (EU) 2015/849 of the European Parliament and of the Council of 20 May 2015 on the prevention of
the use of the financial system for the purposes of money laundering or terrorist financing, amending Regulation (EU) No
648/2012 of the European Parliament and of the Council, and repealing Directive 2005/60/EC of the European Parliament and
of the Council and Commission Directive 2006/70/EC.
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Minimum information system risk management

The PSPs risk management and information system security standard obligations include policy
and standard on risk management, the establishment of separate units for audit, compliance and
risk management, data and disaster recovery centres, a fraud management system, compliance
with cyber security standards, an information technology audit and penetration test, financial
audit by a registered public accountant, and standard certificate on security of information on the
main Payment System activities.

A framework for controlling ML/FT Risks

In line with regulation for banks, the regulation for non-bank PSP covers obligations and scope
of AML/CFT such as duties and responsibilities of the Board of Directors and Active Supervision
of the Board of Commissioners, Policy and Procedures, Risk Management Process, Internal
Control System, Customer Due Diligence (CDD) including Simplified CDD and Enhanced Due
Diligence (EDD), and Action on The List of Suspected Terrorist and Terrorist Organizations and
The List of Funding of the Proliferation of Weapons of Mass Destruction, in accordance with
FATF recommendations and supervises its implementation.

Consumer protection

All PSP have obligation to implement consumer protection principles, in accordance with
G20/OECD High Level Principles on Financial Consumer Protection, such as equality and fair
treatment, transparency, education and literacy, data protection, and responsible business
conduct.

Collaboration and coordination

Regular dialogue and collaboration are essential elements in addressing the challenges and
fostering improvements in payment activities, including cross-border payments. In Indonesia,
the Financial System Stability Committee consisting of Ministry of Finance, Bank Indonesia,
Financial Services Authority and Indonesia Deposits Insurance Corporation meet regularly to
discuss about financial stability concerns. In term of cross border payments, Bl has signed MOUs
with authorities from other jurisdictions to enhance cooperation, coordination and sharing
information.

Singapore

The Monetary Authority of Singapore (MAS) is the integrated financial regulator and regulates
banks, insurers, capital market intermediaries, financial advisor, stock exchanges and PSPs.

PSPs are regulated under the Payment Services Act 2019 (PS Act) for seven key payment
services: account issuance, domestic money transfers, cross-border money transfers, merchant
acquisition, e-money issuance, digital payment token dealing and exchanges, and money-
changing.
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Supervisory approach

MAS practices risk-based supervision where we aim to reduce the risk and impact of failure of
financial institutions or of inappropriate behaviour through increased supervision where it is both
appropriate and likely to be effective.

Specific to the PSPs, the intensity of MAS’ supervision varies based on our understanding of
their risk profiles. The variation is mainly in terms of the frequency of on-site inspections and
supervisory engagements with board and senior management. All PSPs are subject to standard,
base-level monitoring such as the monitoring of their regulatory returns. MAS also conducts
regular industry engagements to raise awareness and foster better understanding of key risks
(e.g. AML/CFT) and requirements.

Risk management (including AML/CFT)

Both banks and PSPs are required to develop risk management practices that are
commensurate with their business and risk profiles. They are also expected to adopt business
practices that deal fairly with their customers and counterparties and to put in place AML/CFT
controls that are commensurate with their business activities and risk profile.

The AML/CFT requirements and expectations on financial institutions, including for banks and
PSPs are set out in MAS' AML/CFT Notices, Guidelines, and other Guidance issued by MAS.
MAS requires all financial institutions to have sufficiently robust controls to detect and deter illicit
activities.

Engagement and coordination

MAS monitors international developments in the payments and digital assets space, including
ongoing international regulatory practices of major jurisdictions and the work of international
organisations and SSBs. MAS has also signed MOUs with other regulators to allow for mutual
assistance and facilitation of exchange of information between authorities. This allows the
parties to the MOU to strengthen the supervision of the cross-border operations of the financial
institutions.

United States

Payments activities and systems in the United States can involve multiple parties, arrangements,
and intermediaries, which can add complexity depending on the nature of the payment service
being used. Payment services can be offered in the United States by both banks and nonbanks.

Banking entities are generally supervised at the federal level by the Federal Reserve, the
Financial Deposit Insurance Corporation (FDIC), National Credit Union Administration (NCUA),
and the Office of the Comptroller of the Currency (OCC), collectively referred to as (the federal
banking agencies or FBAs). The FBAs examine not only for safety and soundness, but also
compliance with all applicable laws and regulations, including consumer protection and
AML/CFT.
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Legal framework

Numerous federal statutes and regulations govern U.S. payment, clearing, and settlement
activities. Federal laws include requirements related to AML/CFT and sanctions compliance,
responsibilities of participants in electronic funds transfer activities, and consumer protection.

Regulatory, supervisory, and enforcement framework

Banks

The FBAs are responsible for the oversight of the various banking entities operating in the United
States, including U.S. branch offices of foreign banks. The federal banking agencies are charged
with chartering, insuring, regulating, and supervising banks and credit unions. In addition to
banking supervision, the Federal Reserve System is the central bank of the United States and
has other core missions, including conducting the nation’s monetary policy, promoting the
stability of the financial system, and fostering payment and settlement system safety and
efficiency. The federal banking agencies may use their authority, as granted under section 8 of
the Federal Deposit Insurance Act or section 206 of the Federal Credit Union Act, to enforce
compliance with appropriate banking rules and regulations, including compliance with AML/CFT
laws. Treasury’s Financial Crimes Enforcement Network (FinCEN) retains overall authority for
administration, enforcement and compliance with U.S. AML/CFT laws.”® The Consumer
Financial Protection Bureau (CFPB) is the Federal government’s primary regulator of consumer
financial products and services with a mission to protect consumers in the financial marketplace.

Non-bank PSPs

Nonbank PSPs in the United States generally fall within the definition of money transmitters
which are a type of Money Services Businesses (MSBs). Money transmitters are generally
defined as persons who engage as a business in the transfer of currency, funds, or value that
substitutes for currency from one person to another location or person by any means. Whether
a person is a money transmitter is a matter of facts and circumstances. Many fintech companies
that meet these criteria hold money transmitter licenses. Money transmitters are required to
register with FInCEN at the federal level but do not have a primary federal regulator. They are
subject to licensing and other requirements in the states in which they operate and supervisory
oversight by state authorities. In 2021, the Board of Directors of the Conference of State Bank
Supervisors voted to adopt the Model Money Transmission Modernization Act, a single set of
nationwide standards and requirements to modernize the supervision and regulation of money
transmitters. Money transmitters are also subject to examination for BSA compliance by the
Internal Revenue Service (IRS) or state authorities, if applicable. They also come under the
jurisdiction of the CFPB for purposes of compliance with federal consumer protection laws and
regulations.

Broadly, FInCEN'’s definition of “money services business” includes check cashing, currency
exchange, money transmitting or remittance services, issuance or redemption of money orders,

73 The FBAs have both delegated authority from FINCEN for examinations and separate authority for compliance and enforcement
with U.S. AML/CFT laws.

37



travellers’ checks, and other similar instruments. Money transmitters also include any person
who engages as a business in an informal money transfer system or any network of people who
engage as a business in facilitating the transfer of money domestically or internationally outside
of the conventional financial institutions system.

AML/CFT

All banks and many non-bank PSPs are subject to the provisions of the Bank Secrecy Act (BSA)
and its implementing regulations that require financial institutions to establish AML/CFT
compliance programs, file certain reports, and keep certain records of transactions. BSA
regulations require both banks and certain non-banks, including money transmitters, to collect,
pass on, and retain information on certain funds transfers and transmittals of funds for domestic
and international payments. Banks are separately required to have appropriate risk-based
procedures for conducting ongoing customer due diligence (CDD) and complying with beneficial
ownership requirements for legal entity customers as set forth in regulations issued by FINCEN.
FINCEN has delegated authority for supervising and enforcing compliance by banks with
AML/CFT requirements to the FBAs, who also have independent legal authority to examine for
BSA compliance in addition to safety and soundness. FINCEN has also delegated similar
examination authority to the IRS for supervising the AML/CFT compliance of non-bank financial
institutions including payment service providers considered money transmitters under the BSA.
The FBAs and IRS supervise their respective financial institutions for compliance with U.S.
economic and trade sanctions. The U.S. Treasury’s Office of Foreign Assets Control administers
sanctions programs and maintains civil enforcement authority for violations of U.S. sanctions
laws.

Consumer protection

The CFPB has rulemaking authority with respect to the Electronic Fund Transfer Act and its
implementing Regulation E that protects individual consumers engaging in electronic funds and
remittance transfers. Remittance transfers generally describe electronic transfers of more than
$15 sent by consumers in the U.S. to individuals or companies located in foreign countries
through a remittance transfer provider. A remittance transfer provider is an entity that provides
transfers for consumers in the normal course of its business and money transmitters, banks and
fintechs may fall within this definition.
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