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Executive summary

Recent high-profile cyber-attacks on financial institutions have focused attention on the need to
strengthen cyber-security. Among financial institutions, banks have the most public-facing products
and services, and are thus significantly vulnerable to cyber-attacks. Consequently, cyber-risk is a major
concern for most bank supervisors. However, only a handful of jurisdictions have specific regulatory and
supervisory initiatives on banks' cyber-risk; these include Hong Kong SAR, Singapore, the United
Kingdom and the United States. This paper therefore focuses on these jurisdictions in particular in its
analysis of emerging regulatory and supervisory frameworks, with a view to drawing more general
conclusions.

Views differ on the need to specifically regulate cyber-risk. One view is that the evolving nature of
cyber-risk is not amenable to specific regulation and that cyber issues can be handled with existing
regulation relating to technology and/or operational risk. The other view is that regulatory structure is
needed to deal with the unique nature of cyber-risk, and given the growing threats resulting from an
increasingly digitised financial sector.

For jurisdictions that already have specific regulatory requirements, a debate continues about the
optimal level of prescriptiveness. Some jurisdictions favour a principles-based approach while others
apply a more prescriptive framework. Despite these differences, the usual starting point for a cyber-
security regulatory setup is to require banks to have a documented cyber-security programme or policy.
Banks are expected to identify critical information assets that need to be protected. Testing banks'’
vulnerability and resilience to cyber-risk (such as through penetration testing) is a common requirement,
as well as the reporting of cyber-events. Another common requirement relates to having clear
responsibilities and accountabilities at banks as a key component of their cyber-security framework.
Less common regulatory requirements include cyber-threat intelligence-sharing (although it is generally
encouraged). The security capabilities of third-party providers are a critical element of any cyber-security
framework but the specific supervisory approaches depend on the extent to which third parties are
covered by the powers of bank supervisors.

Supervisory approaches specifically developed to assess the soundness of banks’ cyber-security are
still evolving. Cyber-security continues to be assessed largely as part of the ongoing risk-based
supervisory framework and, more recently, this has been complemented by thematic reviews. However,
supervisors seem to be converging towards undertaking a so-called “threat-informed” or “intelligence-
led” testing framework, ie by using threat intelligence to design simulated cyber-attacks to test a bank’s
cyber-security. Also, it should be noted that an approach taken by some supervisors is to certify the
information security professionals used by banks for their cyber-security activities. Attracting and
retaining staff with cyber/information security expertise is a key challenge for supervisory authorities
worldwide. There is also scope to increase the level of cooperation and coordination among supervisors
from different jurisdictions and financial sectors.

Based on the range of practice it reviews, the paper offers some high-level policy considerations,
which may be helpful for banking supervisory authorities contemplating or planning to introduce or
enhance their cyber-security banking regulations or supervisory tools. These are, first, to incorporate
cyber-risk, like any other bank risk, into the enterprise-wide risk management framework and
governance requirements of supervised banking institutions. Second, to require banks to develop an
effective control and response frameworks for cyber-risk, including ensuring the implementation of
general sound risk management practices in the context of cyber-risk. Third, to consider as starting
points the existing technical standards on cyber- and information security for any regulation relating to
cyber-risk. Fourth, to put more emphasis in promoting cyber-security awareness among bank staff. Fifth,
to benefit from further collaboration with the industry in strengthening banks’ cyber-security. And, sixth,
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to pursue greater cross-border cooperation and consistency in regulatory and supervisory approaches
to enhance cyber-resilience at banks.

Introduction

1. Recent high-profile cyber-attacks on financial institutions have focused attention on the need
to strengthen cyber-security, leading to various official sector initiatives to address cyber-
risk. At the international level, the G7 finance ministers and central bank governors issued a set of
Fundamental elements of cybersecurity for the financial sector, with the aim of helping banks tailor
their cyber-security approaches to their operational and regulatory environment.? The Financial
Stability Board (FSB) included in its 2017 workplan? the need to monitor cyber-risk arising from
financial technology (fintech) and to identify the supervisory and regulatory issues from a financial
stability perspective. The FSB's report for the July 2017 G20 Hamburg summit* places the need to
mitigate the adverse impact of cyber-risk on financial stability among the top three priority areas
for future international cooperation. In June 2016, the Committee on Payments and Market
Infrastructures (CPMI) and the International Organization of Securities Commissions (IOSCO) issued
Guidance on cyber resilience for financial market infrastructures.® In April 2016, the International
Association of Insurance Supervisors (IAIS) published an issues paper to raise awareness among
insurers and supervisors of the challenges presented by cyber-risk.®

2. This increased attention to cyber-risk is not confined to the larger economies. In 2016, the FSI
conducted a survey of banking supervisors in 73 non-Basel Committee jurisdictions worldwide.” In
identifying their main macroeconomic and financial stability challenges, most respondents cited
fintech and the resulting cyber-risk as their top challenge.

3. These concerns are shared by the industry. The Deloitte’s 2016 Global Risk Management Survey
indicated that “only 42 percent of respondents® considered their institution to be extremely or very
effective in managing cyber-risk. Yet, cyber-risk is the risk type that respondents most often ranked
among the top three that would increase in importance over the next two years (41 percent)”.® In
January 2017, Risk.net ranked cyber-risk as the topmost among the top 10 operational risks for
2017. This ranking was based on interviews with chief risk officers, heads of operational risk and

2 See US Treasury (2016).

3 See Financial Stability Board (2016).

4 See Financial Stability Board (2017).

5 See CPMI-IOSCO Guidance (June 2016).

6 See International Association of Insurance Supervisors (2016).
7 See Raskopf et al (2016).

8 Seventy-seven financial institutions from around the world and across multiple financial services sectors, representing a total of
US$ 13.6 trillion in aggregate assets.

9 See Deloitte (2016).
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other operational risk practitioners at financial institutions, including banks, insurance firms and
asset managers.1°

4. The CPMI-IOSCO Guidance defines “cyber-risk” as “the combination of the probability of an
event occurring within the realm of an organisation’s information assets, computer and
communication resources and the consequences of that event for an organisation”."! By this
definition, any organisation (or person) with information assets and uses online communications
technology is exposed to cyber-risk. Indeed, the advent of information technology (IT) has made
interconnections of people and organisations within and across economies pervasive, and with this
comes the heightened risk of cyber-attacks.

5. A number of jurisdictions are putting in place national policies or frameworks for
strengthening the cyber-security of critical sectors and institutions.? The financial sector is not
only a critical sector but, arguably, it is more exposed to cyber-risk than other sectors, given that it
is IT-intensive and highly dependent on information as a key input. Financial firms are also highly
interconnected (including with other sectors) through the payment systems. The financial sector
also provides products and services that are time-critical, which could be undermined by a cyber-
attack.

6. Within the financial sector, banks typically have the most public-facing products and services.
Bank systems’ multiple points of contact with outside parties result in significant vulnerability to
cyber-attacks, and could be used as entry points for attacks targeting other parts of the financial
system. Hence, it is important that banks have adequate governance, systems, procedures and
processes in place to mitigate cyber-risk.

7.  While cyber-risk is a major concern for most bank supervisors, only a handful of jurisdictions
have specific regulatory and supervisory initiatives to address banks’ cyber-risk. This paper
presents the emerging regulatory and supervisory approaches to address banks' cyber-risk'® with
a particular focus on the work of a few leading jurisdictions. First, the paper explores the different
views on the regulation of cyber-risk, as well as existing key regulatory requirements and
supervisory approaches implemented or proposed in leading jurisdictions. It then discusses cyber-
security implementation issues from the banks' perspective. Finally, the paper offers some policy
considerations in implementing regulatory and supervisory approaches to enhance banks’ cyber-
security frameworks.

0 See Risk.net (2017).
11 See CPMI-IOSCO Guidance, June 2016.

2 For example, Singapore’s Cyber-security Strategy, Canada’s Cyber Security Standard, the US Department of Homeland Security's
different initiatives to protect US critical infrastructure, South Africa’s National Cyber-security Policy Framework (NCPF); the
Critical Infrastructure Protection in France.

3 IT or operational risk-related regulations or guidelines in some jurisdictions seek to capture cyber-risk along with other risk
types under IT and operational risks. This paper focuses only on banking regulations or guidelines specifically targeting cyber-
risk.
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Developing specific regulations for cyber-risk

8. There are two extreme views on the regulation of banks’ cyber-risk: one which sees no need
for specific regulations, and the other which favours specific regulations. In the former, cyber-
risk is viewed as any other risk and thus the general requirements for other risks (eg governance,
setting of risk appetite etc) also apply. This view perceives the evolving nature of cyber-risk as not
amenable to specific regulations, which would only become outdated and ineffective.' Regulations
may also result in a compliance-based approach to dealing with cyber-risk. The latter view, on the
other hand, emphasises the importance of providing structure through the regulation of cyber-risk
in order to properly cope with its specificities and its growing relevance given the increasingly
digitised nature of finance. In fact, specific regulations on cyber-risk are fairly recent and have been
either introduced or proposed only in the last few years. In general, these are meant to supplement
the more general regulations on IT.

9. One potential benefit of regulation is that it can help ensure board and management buy-in.
As regulation makes any issue more visible to boards and management, regulation on cyber-risk
gives banks a stronger incentive to continuously invest in improved cyber-security. Banks' boards
and senior management have the natural incentive to ensure sound cyber-security given the
potentially damaging monetary and reputational costs of cyber-attacks. However, boards and
senior management may not always be forward-looking and may not appreciate the business
implications of cyber-risk, and hence be inclined to subordinate cyber-resilience to other business
objectives in the absence of regulation.

10. However, the risk exists that regulation becomes too prescriptive, so that it falls behind both
the constantly evolving threat from cyber-risk and advances in cyber-risk management. While
prescriptive rules may be necessary in some areas, for example, by requiring banks' boards to
establish a cyber-risk management framework and appetite, other areas are clearly less suitable for
specific rules. Prescribing the use of a specific technology is one example; given the rate of
technological change, any prescribed technology is likely to become rapidly outdated. Mandating
a specific recovery time is another example where regulators need to be careful how banks go about
implementing it. The aim is to prevent the lengthy disruption of critical financial operations, but an
excessively stringent and rigid recovery time may prove counterproductive if this comes at the
expense of banks' ability to thoroughly check that all their systems are no longer compromised.

11. Existing technical standards on cyber and information security could be a valuable starting
point for any regulatory guideline. For instance, in 2013-14, the US National Institute of
Standards and Technology (NIST) developed a cyber-security framework in close cooperation with
the private and public sectors. Consisting of a set of industry standards and best practices that help
organisations manage cyber-risk, the framework is used voluntarily by organisations across the
United States and has also received significant worldwide attention. As such, the NIST framework
could be a valuable starting point for jurisdictions that decide to put in place or upgrade their
approach to cyber-security. Other influential technical standards in the cyber/information security
community include the Center for Internet Security (CIS) Controls®™ (which maps into the NIST

4 See eg Gracie (2014).

15 See CIS Security.
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12.

Framework), and the International Electrotechnical Commission (ISO/IEC) 27000 series.'® Otherwise,
adoption of regulatory guidelines that differ considerably with existing technical standards could
lead to confusing or conflicting approaches and result in unnecessary duplication of effort, leaving
less resources for actual protection activities.

The cross-border nature of cyber-threats requires a high degree of alignment in national
regulatory expectations. Given the borderless nature of cyber-crime, no single firm or regulator
can successfully tackle the risk alone. The international nature of cyber-risk will not only require a
collaborative response from governments, regulators and industry but also a high-degree of
alignment across national regulatory frameworks. The G7's Fundamental elements is a step in the
right direction. However, there is still much work to do in this area. Differing regulatory frameworks
for cyber-risk across jurisdictions have the same impact as regulations that are in conflict with
existing technical standards. For banks operating in various jurisdictions, alignment of regulatory
expectations would help them avoid conflicting guidance, some of which would be undertaken
simply for compliance purposes without any real improvement in cyber-security.

Existing key regulatory requirements relating to cyber-risk

13.

14.

15.

This section and the next are based mainly on the regulation and supervision of banks’ cyber-
risk in Hong Kong SAR, Singapore, the United Kingdom and the United States.'” These
jurisdictions were chosen for (i) their specific regulatory and supervisory initiatives on banks’ cyber-
risk and (ii) their leading role in coming up with a comprehensive approach to promoting cyber-
resilience. The cyber-risk frameworks in these jurisdictions have been analysed using publicly
available information, supplemented by interviews with relevant authorities, and by comparing
these cyber frameworks with the approaches taken by other jurisdictions.®

For jurisdictions with specific regulatory requirements for cyber-risk, the usual starting point,
as with any other general regulation on other risks, is for banks to have a documented cyber-
security programme or policy. The requirements typically follow the CPMI framework’s risk
management categories involving governance, identification, protection, detection, response and
recovery (see Box 1). Hence, these include general requirements on governance and oversight, risk
ownership and accountability, information security measures (eg patch management procedures,
access controls, identity management etc), periodic evaluation and monitoring of cyber-security
controls, incident response, business continuity and recovery planning.

Banks in the jurisdictions covered in this report are expected to be able to identify their
critical information assets. At the national level, governments identify critical infrastructure and
firms to which their national cyber-security frameworks apply. Banks are expected to do the same

16 See International Organisation for Standardization and the International Electrotechnical Commission (2016).

7 For the United States, the paper looks at both the final regulation issued by the New York State’s Department of Financial
Services (DFSNY) and the proposed cyber regulation from the Federal regulatory agencies (ie the Federal Reserve Board, the
Office of the Comptroller of the Currency, and the Federal Deposit Insurance Corporation). However, interviews were conducted
with officials of Federal agencies only.

'8 This included a review of publicly available information for Ireland and the Netherlands. In addition, we had discussions with
regulators from one jurisdiction each in Africa and Latin America to seek views from other regions.
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at their own level. This enables the prioritisation of cyber-security efforts on systems that contain
critical information assets. Ideally, the entire bank should be protected but, given limited resources,
banks should be able to target where to deploy their resources to maximise the benefits. Legal and
regulatory requirements relating to data protection are the usual starting points for the
identification of critical information assets.

16. Testing banks’ vulnerability and resilience to cyber-risk is a common requirement in the
jurisdictions covered. For instance, penetration testing involves not just identifying vulnerabilities
of banks’ systems but also “the use of a variety of manual and automated techniques to simulate
an attack on an organisation’s information security arrangements”.'® Some tests go further by using
cyber-threat intelligence in designing these simulated attacks. For their part, banks are fully aware
of the importance of such tests. In fact, the Association of Banks in Singapore (ABS) has taken the
lead in establishing guidelines to be followed in the conduct of the regulatory required penetration
testing. In at least one jurisdiction, banks are said to be conducting penetration testing on their own
initiative, even though no regulatory requirement is yet in place. The issue of penetration testing as
a tool for supervisory assessment of cyber vulnerability and resilience is covered in more detail in
the next section on supervisory frameworks and tools.

% See Council for Registered Ethical Security Testers (2017).
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Box 1

Emerging cyber-security framework

Identification

+ Baseline situation - threat profile, risk exposure and
expected losses

Protection
Increased third party security capabilities

Internal and third party patches to ensure security and
functionality of the application environment

Detection
Recovery Identification + Assessment of applications’ security capabilities

+ Periodic scans for known security issues and
vulnerabilities (vulnerability scans)

Identification of vulnerabilities in network and physical
security (penetration tests)

= Stealth assessment of organization's digital
Response Protection infrastructure and defenses (red team exercises)

Governance

Response

Incident response capabilities across pre-determined
threat scenarios (table top exercises)

Dynamic simulation of a threat to assess incident
response readiness and effectiveness (war gaming)

Recovery

Stakeholders’ response preparedness and effectiveness
of business continuity plans

Initiation of action plans and mobilization of resources
to remediate following a cyber incident

Sources: CPMI-IOSCO (2016); Oliver Wyman's approach as described in Mee and Morgan (2017).

17. Cyber-event reporting is another common regulatory practice. Some jurisdictions have specific
requirements for the regulatory reporting of cyber-events, subject to materiality (eg if the impact is
deemed to be material enough to adversely impact the bank’s operations) or the event posing risk
to a bank’s critical systems. In other jurisdictions, cyber-events are already captured in existing
reporting requirements (eg events mandated by law or existing regulation to be reported to a
government body or regulatory agency).°

18. Cyber-threat intelligence-sharing may not always be an explicit regulatory requirement, but
it is encouraged.?’ Only Hong Kong includes an explicit requirement in its Cybersecurity
Fortification Initiative (CFI), by incorporating an element of effective infrastructure for sharing
intelligence in which all banks are expected to participate (see Box 2). In one jurisdiction, while

2 For example, the US Treasury Department's Financial Crime Enforcement Network (FINCEN) issued an Advisory on 25 October
2016 advising financial institutions to include cyber-related events in their Suspicious Activity Reports (SARs).

211t should be noted that the G7's Fundamental elements of cybersecurity for the financial sector includes information-sharing.
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information-sharing is not explicitly included in its regulations, banks are “strongly encouraged” to
participate in a sharing platform maintained by the regulator. In other jurisdictions, banks are
encouraged to participate in security information-sharing forums. Financial firms have also taken
the initiative to establish their own efforts in this regard.?? In addition, the Society for Worldwide
Interbank Financial Telecommunication (SWIFT) has established a Customer Security Programme
(CSP) that requires, among other things, that user institutions share all relevant information as soon
as possible if they have been targeted or breached. This forms part of their contractual obligations
as SWIFT users.

Box 2
The Hong Kong Monetary Authority's (HKMA's) Cybersecurity Fortification Initiative
Assessment
Framework
Cyber
Fortification
Initiative
Cyber
Intelligence
Sharing
Platform
The HKMA's Cybersecurity Fortification Initiative (CFI) has three main elements:
i. Cyber Resilience Assessment Framework — includes an inherent risk assessment, maturity

assessment, and an intelligence-led cyber-attack simulation testing (iCAST);

ii. Professional Development Programme - seeks to increase supply of qualified cyber-security
professionals in Hong Kong; HKMA is working with the HK Institute of Bankers and the HK Applied
Science and Technology Research Institute (ASTRI) to develop a localised certification scheme and
training programme for cyber-security professionals; and

iii. Cyber Intelligence Sharing Platform — seeks to provide an effective infrastructure for sharing
intelligence on cyber-attacks; being set up by the HKMA together with the HK Association of Banks
(HKAB) and ASTRL

Source: HKMA: Cybersecurity Fortification Initiative, 24 May 2016; graphic by FSL

2 For example, through the Financial Services Information Sharing and Analysis Center (FS-ISAC), www.fsisac.com.
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19.

20.

21.

While regulators commonly expect clear accountability within banks for cyber-risk issues, a
specific requirement to designate a Chief Information Security Officer or equivalent is less
widespread. Regulatory requirements with regard to banks’ documented cyber-security
programme or policy include a governance framework for cyber-risk, ie clear assignment of cyber-
risk management responsibilities relating to identification, protection, detection, response and
recovery. But regulatory requirements usually stop short of mandating banks to designate a Chief
Information Security Officer (CISO). One possible reason is the lack of information security
professionals who could fill this position. In fact, the requirement issued by the New York State's
Department of Financial Services (DFSNY), for example, allows the CISO to be employed by a third-
party service provider (ie not an employee) of the bank, subject to certain conditions.?? In one
jurisdiction, only “critical” banks are required to designate an information security officer.

The security capabilities of third-party providers are a critical element of any cyber-security
framework but jurisdictions have different regulatory approaches to deal with this issue. Third
parties are widely used by banks to provide services, systems or IT solutions that support banks'’
operations. Use of the public cloud, for example, is one recent innovation. As a consequence, non-
public information may be held by or accessible to third parties. Cyber-related requirements relating
to this issue are dependent on the extent to which third parties are covered by bank supervisory
powers. Authorities in most jurisdictions put the onus on banks to ensure that the third parties they
deal with have the same stringent security policies, procedures and controls that the regulators
expect of regulated firms. The US authorities, however, have oversight of third-party firms and can
therefore assess for themselves the soundness of cyber-security in these firms.?* This is on top of
specific requirements for US banks’ interaction with third-party service providers. In other
jurisdictions, they require service level agreements (SLAs) between banks and outsourcing
companies to include a clause that allows supervisors to examine the latter's systems. With regard
to the conduct of penetration testing, at least in one jurisdiction, third-party firms are only in scope
if there is explicit consent.

Some regulators certify the information security professionals used by banks for their cyber-
security activities. One reason is the sensitive nature of these activities, given that the people
involved will gain insights into a bank’s defences. The United Kingdom, for example, has established
CBEST accreditation for any information security professionals involved in CBEST testing. This is in
addition to the Council for Registered Ethical Security Testers (CREST) accreditation established by
the industry. Another reason is the limited number of information security professionals in most
jurisdictions. In Hong Kong, this is being addressed by including a Professional Development
Programme (PDP) in its CFL. While the PDP is a local certification and training programme, its aim is
to increase the supply of qualified cyber-security professionals. The scarcity of qualified people in
this area is also reflected in the DFSNY regulation that allows banks to use cyber-security
professionals employed by third parties. The problem, though, is not only about the limited
availability of people with technical knowledge of cyber-security. A further problem is the limited
cyber-security awareness of staff within banks, which itself could potentially open the way for a

23 See DFSNY (2017).

2 In the United States, the Bank Service Company Act (BSCA), 12 U.S.C. §1867(c) authorises the federal banking agencies to
regulate and examine the performance of certain services by a third-party service provider for a depository institution “to the
same extent as if such services were being performed by the depository institution itself on its own premises”.
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cyber-event. However, few jurisdictions explicitly require cyber-security awareness training for all
bank staff.

Supervisory frameworks and tools

22. Supervisors have traditionally assessed cyber-security as part of their ongoing risk-based
supervisory activities, complementing these more recently with thematic reviews. The
traditional supervisory approach to assessing cyber- or IT risks in general is to include such
assessments, whether by the supervisor or the bank itself, within the ongoing risk-based
examination. This typically involves evaluating whether banks meet a series of criteria, assigning a
rating and then, based on that rating, determining any management or regulatory actions. More
recently, some authorities have used thematic reviews on cyber-security as a complement to their
supervisory work. These reviews are generally based on information related to IT- or cyber-security
incident reports and previous examination deficiencies. The purpose is to help regulators to identify
and analyse trends across institutions so that they can better target areas for review at the subject
institutions.?® This type of complementary approach has enabled the ECB's Single Supervisory
Mechanism (SSM) to include a dedicated section in its methodology for on-site inspections, develop
new analytical tools for off-site supervisors, and produce a cyber-risk profile for each bank within
its remit.28

23. Supervisors are converging towards a threat-informed or intelligence-led testing framework
for assessing cyber-risk vulnerability and resilience. An intelligence-led framework goes beyond
a simulated cyber-attack to test a bank’'s cyber-risk vulnerability and resilience. Under this
framework, the simulated attack is not just a random hacking attempt but one based on what cyber-
threat intelligence sees as the probable target systems of the bank and attack methods (hence,
"threat-informed” or “intelligence-led”). Banks are then assessed on the quality of the intelligence
gathered, as well as their detection and response capabilities, to establish whether their level of
cyber-security is commensurate to the cyber-risk faced. A remediation plan is then devised, as
appropriate. The United Kingdom's CBEST framework is a good example of this approach (see Box
3). Other jurisdictions are implementing a similar approach, modified as needed to suit local
specificities.?” However, for most jurisdictions adoption of this approach could prove challenging,
given the general scarcity of the two critical elements that must be present for this approach to be
effective: (i) experienced cyber/information security professionals and (ii) sound cyber-threat
intelligence.

24. Supervisory frameworks or tools to assess cyber-risk vulnerability and resilience can be either
voluntary or mandatory, for all or selected banks. The US National Institute of Standards and
Technology (NIST) Cyber-security Framework (CSF) and the Federal Financial Institutions
Examination Council (FFIEC) Cyber-security Assessment Tool (CAT) are both voluntary tools that

% See US Government Accountability Office (2015).
% See Lautenschlager (2017).

27 For example, the Hong Kong Monetary Authority’s iCAST (intelligence-led Cyber-attack Simulation Testing) Framework and the
Netherland Bank’s TIBER (Threat Intelligence-Based Ethical Red Teaming) Framework.
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banks can use to assess cyber-risk.?® The United Kingdom'’s CBEST framework is also a voluntary
programme for firms and financial market infrastructures (FMIs) that are considered core to the UK
financial system.?® By contrast, Hong Kong's Cyber Resilience Assessment Framework (C-RAF) is
mandatory for all institutions authorised by the Hong Kong Monetary Authority. Moreover,
penetration testing is also a requirement for all banks in Singapore, where as mentioned the ABS
has taken the lead in establishing the guidelines to support the implementation of the regulatory
requirement.

Box 3

The Bank of England’s CBEST framework

* CBEST assessment is formally launched and the scope is established

¢ Threat Intelligence (TI)/Penetration Testing (PT) service providers are procured
Initiation Phase

N 4

\ / * Core Tl deliverables are produced and threat scenarios are developed into a draft PT plan
: ¢ Threat intelligence capability is assessed and control is handed over to the PT service provider

* Intelligence-led PT against the target systems and services that underpin each critical function
in scope is planned, executed and reviewed

Penetration * Detection and response capabilities are assessed

Testing Phase

* Bank of England produces its Intelligence, Detection and Response Report

* Remediation Plan is finalised, the TI/PT service providers are debriefed and the regulator(s)
supervises the execution of the Remediation Plan

Source: Bank of England, CBEST Intelligence-Led Testing, CBEST Implementation Guide, Version 2.0; graphic by FSL.

25. Attracting and retaining staff with cyber/information security expertise is a key challenge for
supervisory authorities worldwide. In 2015, the US Government Accountability Office reported®
that, while the country’'s largest deposit-taking institutions were generally examined by IT experts,
medium and smaller institutions were sometimes reviewed by examiners with little or no IT training.
According to the same report, US regulators recognised that, as some IT training is necessary for all
examiners, efforts were under way to increase the number of staff with IT expertise and conduct
more training. More generally, the 2017 Global Information Security Workforce Study,3' covering

2 The NIST CSF is industry-neutral, while the FFIEC is based on the former but modified for use by financial firms.

2 Although voluntary, all banks in the CBEST list, except one, have already undertaken the programme. The last bank is expected
to do so by the end of the year.

30 See US Government Accountability Office (2015).

31 See Booz Allen Hamilton, Center for Cyber Safety and Education, and ISC (2017).
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26.

2,620 cyber-security professionals in the US federal government, reported that almost 70% of
respondents indicated not having the staff necessary to address cyber-threats, explaining that this
was due mainly to difficulties in finding qualified personnel and retaining information security
workers. The same study reports that the three most effective incentives for attracting and retaining
cyber-security staff are (i) offering training programmes or paying for security certification; (ii)
improving compensation packages; and (iii) flexible work schedules.

Supervisory cooperation and collaboration is important in dealing with cyber-risk. Supervisors
in different jurisdictions appear to be actively exchanging practices, but there is scope for more
supervisory cooperation and collaboration. For example, in cases where supervisors in different
jurisdictions have an interest in the same critical business functions or systems of an internationally
active bank, it is reasonable to expect supervisory cooperation and collaboration in testing the
vulnerability and resilience of these functions or systems to cyber-attacks. This could take the form,
for example, of undertaking joint penetration testing in order to avoid multiple tests that would be
overly burdensome for banks and could divert cyber-security resources.

Observations about the implementation of cyber-risk regulations by the
banking industry

27.

28.

29.

Leading banks are actively strengthening their cyber-security, recognising the reputational
and monetary implications of cyber-attacks. This section builds on discussions with industry
practitioners on initiatives to strengthen cyber-security. It starts by focusing on governance-related
challenges, then presents a perspective from banks on cyber-risk regulations and the role of the
government.

As with any important undertaking, buy-in at the top is necessary for banks’ cyber-security
initiatives to gain traction. Banks' boards should appreciate the importance of cyber-security for
their businesses (see Box 4). This is not so much about having people on the board who understand
the technical details of cyber-risk, rather it is more about communicating cyber-risk information in
a language that the board understands (ie financial rather than technical). This involves translating
cyber-risk into money terms — ie what are the likely losses of a bank in the event of a cyber-attack?

Since cyber-risk affects all parts of a bank’s structure, management must take an enterprise
view of cyber-risk and establish clear accountabilities. A siloed approach to managing cyber-
risk will obscure where accountability for cyber-risk falls (eg should fraud or financial crimes units
within the bank be responsible?). The common practice is to assign a CISO or equivalent to oversee
bank-wide cyber-security. In some cases, the CISO reports to the Chief Risk Officer (CRO), in others
to the Chief Information Officer (CIO). The former case would seem to be the natural choice since
all of a bank’s risks should be within the CRO's remit. However, CROs usually do not have a
technology background and thus may not view cyber-risk as part of their remit, which may be
narrowly defined as including only the traditional financial risks. CIOs, on the other hand, are familiar
with technology but their position in business operations creates a conflict with the review function
of risk management (ie having the first and second lines of defence under one person or function).
Nevertheless, anecdotal evidence suggests that leading financial institutions assign ultimate
responsibility for cyber-risk and the CISO to the CRO.
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Box 4

Board principles for cyber-resilience

As part of the World Economic Forum's Initiative on the Digital Economy and Society, the Forum partnered with
the Boston Consulting Group and Hewlett Packard Enterprise to identify a comprehensive framework that boards
of directors can use to smoothly integrate cyber-risk and resilience into their firms' business strategy. This
framework is summarised below.

Principle 1

Responsibility for cyber-resilience. The board as a whole takes ultimate responsibility for oversight of cyber-
risk and resilience. The board may delegate primary oversight activity to an existing committee (eg the risk
committee) or a new committee (eg a cyber-resilience committee).

Principle 2
Command of the subject. Board members receive cyber-resilience orientation on joining the board and are
regularly updated on recent threats and trends.

Principle 3

Accountable officer. The board ensures that one corporate officer is accountable for reporting on the
organisation’s capability to manage cyber-resilience and progress in implementing cyber-resilience goals. The
board ensures that this officer has regular board access, sufficient authority, command of the subject matter,
experience and resources to fulfil these duties.

Principle 4

Integration of cyber resilience. The board ensures that management integrates cyber-resilience and cyber-risk
assessment into the overall business strategy and enterprise-wide risk management, as well as budgeting and
resource allocation.

Principle 5
Risk appetite. The board annually defines and quantifies business risk tolerance relative to cyber-resilience and
ensures that this is consistent with corporate strategy and risk appetite.

Principle 6

Risk assessment and reporting. The board holds management accountable for reporting a quantified and
comprehensible assessment of cyber-risks, threats and events as a standing agenda item during board meetings.
It validates these assessments with its own strategic risk assessment using the Board Cyber-Risk Framework.

Principle 7

Resilience Plans. The board ensures that management supports the officer accountable for cyber-resilience by
the creation, implementation, testing and ongoing improvement of cyber-resilience plans, which are appropriately
harmonised across the business. It requires the officer in charge to monitor performance and regularly report to
the board.

Principle 8
Community. The board encourages management to collaborate with other stakeholders, as relevant and
appropriate, in order to ensure systemic cyber-resilience.

Principle 9
Review. The board ensures that a formal, independent cyber-resilience review of the organisation is carried out
annually.

Principle 10
Effectiveness. The board periodically reviews its own performance in the implementation of these principles or
seeks independent advice for continuous improvement.

Source: World Economic Forum, Advancing cyber resilience - principles and tools for boards, January 2017.

30. Leading banks recognise that it is a question of when, not if, they will experience a cyber-
attack. This "assume breach” mentality is now replacing the traditional concept of building a strong
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32.

perimeter to ward off a cyber-attack. The new threat environment, characterised by multiple points
of potential entry for attacks, has reduced the effectiveness of the traditional security approach that
relies solely on marshalling all of an institution’s security devices/detective capability to guard the
perimeter. The assumption of breach approach complements the traditional measures with
intrusion detection techniques as well as response measures (eg to prevent the extraction of critical
data).

Raising cyber-security awareness among bank staff is an important component of a bank’s
initiative to protect itself from cyber-risk. In essence, cyber-security is less about technology and
more about people (eg it is people, not computers, who click on suspicious links). But there has
been too much focus on technology solutions, and less so on people and processes. Leading
financial institutions are investing to raise cyber-security awareness among all staff, in particular
helping frontline personnel to understand the value of the assets they use every day. These
institutions have put in place a set of mechanisms that encourage and enable staff to interact with
the company's technology environment responsibly.®? Leading institutions are also seeking ways to
measure staff cyber-security awareness (eg by sending “suspicious” links to bank staff and counting
the number of clicks before and after a cyber-security awareness training). In undertaking these
initiatives, using the right language is critical, just as it is when communicating cyber-risk to the
board. One of the biggest obstacles to cyber-security awareness is that people do not know the
language and thus are discouraged from asking questions and getting involved in the discussion.
Hence, cyber-security awareness should be communicated to staff in language they understand, eg
the potential cyber-risk they face on a daily basis.

Although industry views seem split on whether specific regulatory and supervisory guidance
on cyber-risk adds value, there is concern about the increasing number of duplicative and
inconsistent regulations and guidance. One view is that regulatory and supervisory guidance is
not needed, since technical standards on cyber or information security already exist. The view here
is that banks already own the risk of cyber-attacks and have every incentive to mitigate it. This
argument rests on a rather strong assumption that, when faced with the cost implications of
building a strong cyber-security, banks’ boards and management would always prioritise cyber-
security at the expense of competing business objectives. The second view, however, accepts that
cyber-attacks are part of the operational risks that banks face on a daily basis and, hence, regulators
and supervisors have an interest in ensuring that proper controls, policies and processes are in
place. However, holders of both viewpoints agree that the technical details of cyber-security
standards should be left with the technical standard setters and not with banking regulators. Related
to this, a key concern voiced by industry practitioners relates to the number of duplicative and
inconsistent regulations and guidance that substantially increase the banks’ compliance burden and
divert scarce resources from cyber-security activities to mere regulatory compliance exercises. In
response, some industry initiatives are seeking to come up with a singular cyber-security framework
and taxonomy that addresses supervisory requirements while preserving banks' ability to
implement the most effective cyber-security approach for their own operating environment.33

32 See Kaplan et al (2015).

3 For example, the efforts by financial trade associations in the United States to come up with a financial services sector cyber-

security profile. The idea behind this profile is to achieve a more harmonised regulatory approach for the financial services

sector by using the approach and organisation of the NIST Cyber-security Framework, but customising it in a way that maps
key regulatory requirements onto the five NIST categories of Identify, Protect, Detect, Respond and Recover.

Regulatory approaches to enhance banks' cyber-security frameworks

14



33.

Cyber-security is viewed as within the remit of national governments, which should have an
active role to play in the broader cyber-defence structure. In the four jurisdictions covered, as
well as in most other jurisdictions, a national framework is already in place to strengthen the cyber-
security of critical sectors and infrastructure. Hence, governments are already playing an active role
in the national cyber-defence structure. However, with the growing importance of a threat-informed
and intelligence-led framework for assessing cyber-risk vulnerability and assessment, banks believe
that consideration must be given to the role of governments in providing cyber-threat intelligence,
given that it has become somewhat of a public good. This should, of course, take into account the
legal as well as national security implications of such actions. The current practice is for banks
themselves to source intelligence from open sources, with the government in some cases checking
its quality. While information-sharing initiatives are already in place, which may be either mandated
by regulators or industry-led, such pooled information may be of limited value for “intelligence-led”
testing purposes since cyber-threats differ from institution to institution.

Some policy considerations

34.

35.

36.

Any cyber-security framework should be aligned with the overall operational risk and
enterprise-wide risk management strategy. A successful cyber-attack is very likely to affect
people, processes and technology throughout a bank. Therefore, it would be particularly
challenging if cyber-security were managed through its own set of responsibilities, policies and
procedures within IT, inconsistent with the overall operational and enterprise-wide risk
management framework. To mitigate this challenge, it is necessary to have “advance planning,
cooperation and communication between operational, risk, infrastructure and cyber-security
teams”.3* Moreover, this requires cyber-risk to be incorporated into the banks’ enterprise-wide risk
management framework and governance structure. Like any other bank risk, cyber-risk should be
subject to the general risk management principles of risk identification, control, monitoring and
mitigation. If necessary to help achieve this, supplemental guidelines may be issued applying or
clarifying the application of the general risk management regulations to cyber-risk.

Cyber-security regulations should require banks to develop an effective control and response
frameworks for cyber-risk. The equal focus on a response framework is particularly important
given the inevitability of a cyber-attack. The effective execution of banks’ control and response
policies throughout the bank should be regularly evaluated. Otherwise, there might be instances
where bank-wide cyber policies are applied only in certain areas of the bank. In general, it would be
worthwhile to assess whether a sound governance framework and clear accountabilities with regard
to cyber-risk are established within the bank.

Any regulation relating to cyber-risk should consider as starting points the existing technical
standards on cyber- and information security. Given the limited availability of resources in the
field of cyber-security, particularly in regulatory agencies, existing technical standards on cyber- and
information security are useful starting points for regulators. This also avoids having duplicative
and/or conflicting expectations when it comes to cyber-security, which will only distract from banks’

34 See Accenture and Chartis (2016).
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37.

38.

cyber-security activities as resources will have to be deployed to understand what each differing
standard and guideline mean.

A critical element of any regulatory framework is to promote cyber-security awareness
among staff. There is a tendency on the part of both regulators/supervisors and banks to focus
too much on technology solutions. Often overlooked is the relevance of the human factor. Policies
should encourage banks to develop a framework that enhances awareness among staff about
cyber-risk and establishes metrics to measure this awareness. This approach is particularly relevant
for smaller jurisdictions with limited resources and threat intelligence capabilities, as well as for
dealing with smaller banks.

It is necessary to explore further collaboration with the industry in strengthening banks’
cyber-security, and to pursue greater cross-border cooperation and harmonisation of
practices. In some jurisdictions (eg Hong Kong and Singapore), regulators are working closely with
the industry in creating or promoting platforms for intelligence-sharing, developing a pool of cyber-
security professionals, and establishing guidelines on penetration testing. This could be a model
that other jurisdictions could use, especially those with limited regulatory and supervisory resources,
smaller banks, or a scarcity of cyber- and information security professionals. Moreover, given the
scarcity of cyber-security resources and the cross-border nature of cyber-risk, the need for
international harmonisation of regulatory expectations and supervisory cooperation cannot be
overemphasised.
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